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Current Administrator S AIAENH =200 &
Uptime AAERIO IS AlZEE B

Explicit Proxy HA JIs2 &435 gLICh
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Load Balance ANH 2ELHA JIs2 43t &L

ZPU Usage 1% Memory Usage 28% Disk Uszage 0.0%

3¢ Reboot (1) Shutdown

AMAEIS CPU, Memory & AIZE AR S S0l & 4= A1, AIAEE 2|28 &&= ShutdownsS
A2 2= USLICH |3 =32 Sol0 Historical 2E2 HA0| Jts&HLICE

1-3. &l 4 (Unit Operation)

+ Unit Operation

—— EORTINET -

e
ForiClient

Sl

1-4. HI& 3| AE2l(Session History)

+ Session History - (Last minute)

256 Total Sessions  16/sec Mew Sessions per Second

11:2dPM 11:24PM 11:2dPM 11:24PM 11:2dPM 11:2dPM 11:24PM 11:2dPM 11:24PM 11:24PN

S &M A& =2 = NE2 =2 2HSLICH
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1-5 E2 & 3| AEe|(Traffic History)

¥ Traffic History Enlarge # © X

Traffic In: 2.05 K, Traffic Qut: 2.63 K, Total Traffic: 4.67 K Interface: wanil
1 Hour(s)
14
12
10
i B
E
= 5
4
2
o " . A da i
22:40 22:50 23:00 23:10 23:20 23:30
30 Day(s) 1 Day(s) 1 HDur{s]@
O TrafficIn [ Traffic out B Total Traffic

oS CIEHOIAS IN, OUT EciE ol IEE i ZE2 E0SLICH OJiZEE 2ot & [
KAl el ZE = == UASLUILH

1-6. 20| 8 A A B (License Information)

+ License Information

Support Contract
Registration Registered (Login: dkshin@comas.co.kr) )
[Login Now]
Hardware 8 x 5 support (Expires: 2015-11-04) @.
Firmware 8 x 5 support (Expires: 2015-11-04) @
Enhanced Support 8 x 5 support (Expires: 2015-11-04) @
FortiGuard Services
Antivirus Licensed (Expires 2015-11-04) @
IPS Licensed (Expires 2015-11-04) @
Vulnerability Scan Licenzed (Expires 2015-11-04) @
Web Filtering Licenzed (Expires 2015-11-03) @
Email Filtering Licenzed (Expires 2015-11-03) @
FortiCloud
Account Activate
FortiClient Software [ mac (§windows
Registered/Allowed | 0of10  Jolab)
FortiToken Mobile
Assigned/Allowed | 0of2 |
SMS
Status Expired [Add Messages] @

Support Contract SH RALZS 2d I2E B0 SLICH
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FortiGuard Services AV, IPS, Webfiltering S FortiGuard MHIAE AIEotJ| {18k 2018 A
FEE B SLIC

FortiCloud FortiCloud2tel = @2 S LHEH LI

FortiClient Software FortiClient £ Ct22 & & = UASLICH

FortiToken Mobile AMEZS2l FortiToken Mobile 2 & LIEHHLICY.

SMS Fortinetll Al XIS 6= SMSAHIA B8 E LIERHLICE

1-7 21 HIAIXlI 2&(Alert Message Console)
wm 2013-03-10 22:37:42 Failed admin authentication attempt for admn
m 2013-03-10 18:04:49 Sy=temn restart

wm 2013-03-08 02:10:21 Failed admin authentication attempt for afmin
m 2013-03-07 22:31:20 New firmware is available from FortiGuard

m 2013-03-07 22:29:32 System restart

m 2013-03-07 17:42:11 System restart

ANAEN SR8 OIMEDL Zlst WS 20 SLICH

1-8. CLI 2&(CLI Console)

+ CLI Console Detach & X

Coma=s-TEST #-
Version: Fort
Viru=s-DB:
Extendes

=

5—

IPS5-ETDE
Serial-Humber

)5 wersion:

System Part-NHumber: P05403-05
hard di=sk: Hot awvailable

Switch mode: switck
Comas-TEST
1 Mode: HNAT

GUISHH 0l A CLI(Commang Line Interface) AF2S JtsotHl & LICH Detachs 293 2

SHOZ HYPS & = USLICH

- Page 10 -
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1-9. 22+ 031012 S (Log and Archive Statistics)

+ Log and Archive Statistics (Since 2013-03-10 18:05:01)

DLP Archive -- Average 0 B per day since last reset
HTTP 0 URLs wvisited [Details]
HTTFS 0 URLs wvisited [Detailz]
Email 0 emails sent [Details]
0 emails received
FTF 0 URLs visited [Detailzs]
0 files uploaded
0 files downloaded
IM O file transfers [Details]
0 chat sessions
0 mes=zages
Total 0O B since last reset
Log -- Average 485.1 KB (1,260 messages) per day since last reset
Traffic 181 traffic allowed [Detailz]
27 traffic viclated
AV 0 wviruses caught [Details]
IF5 0 attacks detected [Detailz]
Email 0 spams detected [Details]
Web 0 URLs blocked [Detailz]
DLF 0 data loss detected [Detailzs]
Application Control 0 application control messages [Details]
Event 1,052 events occurred [Detailz]
Total 485.1 KB (1,260 messages) since last reset
DLP, AV, IPS, Email, WebS FortigateOll Al MIEct= UTM JIs2 2 Qlof st OlHIES)
QATEE BEHSLICL DetailsE 28 AR 208 =0 & = JSLICH

1-10. Top MI&(Top Sessions)

= Top Sessions by Source Address

Report By [Source || SortBy Sessions[w| Srcinterface [Al [+] Dstinterface [Al [+] show [25 [+]

S | veee | sewew Byt (sem/oceive)

192.168.5.118 [J 74:€5:43:17:71:5e e — 25,697,863

192.168.5.130 [ 74:25:43:17:82:84 ] 16,930,649 Emmmm—m

B UERT ALE0l E2 IPE ME, EcHE A8 FEE EWSLILH SourcelP, DestinationlP,
- Page 11 -
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Sessions, Bytes, 2IHHOIAE JIECxZ HERID MBSO X2 AIEXE RO E £ ASLIC
O 2tol2 HE2E0IH MA A& EE2E &0 & £ USLITH

1-11. Top UIEK3A A XHTop Clients by Bandwidth)

+ Top Clients by Bandwidth (Since 2013-03-11 00:15:16)

192.168.5.130 26.2K

192.168.5.117 | 1sk

192.168.5.118 |75

0 5K 10K 15K 20K 24K 29K 34K 39K
Bytes Per Second

Sl UERAD AISE0| E2 &% AISAE 20 sLULIC

1-12. IM AF2ZS(IM Usage)

- IM Usage (Since 2013-03-10 18:05:02)

MSN Yahoo! AIM ICQ

Users

Current Users 0 0 0 0

Since Last Reset 0 0 ] 0

Elocked 0 0 0 0
Chat

Total Chat Sessions 0 0 0 0

Server-based Chat 0 0 0 0

Group Chat 0 0 0 0

Direct/Private Chat 0 0 0 0
Messages

Total Messages 0 0 0 0

Sent 0 a 0] 0

Received 0 0 0 0
File Transfers

Since Last Reset 0 0 0 0

Sent 0 o] o] 0

Received 0 0 0 0

Elocked 0 0 0 0
Voice Chat

Since Last Reset 0 0 0 0

Elocked 0 0 0 0
Video Chat

Since Last Reset 0 0 0 0

Blocked 0 0 0 0

- Page 12 -
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1-13. P2P At&&(P2P Usage)
+ P2P Usage (Since 2013-03-11 00:23:34)

BitTorrent eDonkey Gnutella KaZaa WinhyY

P2P Usage
Total Bytes 0.00 B 0.00 B 0.00 B 0.00 B 0.00 B
Average Bandwidth 0.00 Bfs 0.00 Bf= 0.00 Bf= 0.00 Bf= 0.00 Bf=s

P2P(Bittorrent, eDonkey, Gnutella, KaZaa, WinNY)2l Al S0 SLIC.

1-14. VolP AtEE(VolP Usage)
+ VolIP Usage (Since 2013-03-10 18:05:02)

SIP SCCP
Voice Calls
Currently Active Calls 0 0
Total Calls (since last reset) 1] 1]
Calls Failed/Dropped/Unanswered ] 0
Callz Succeeded 0 ]

VoIP(SIP, SCCP)2 At HEE B SLILCL

1-15. Z2E2 MEE d|AE2|(Protocol Usage History)
+ Protocol Usage History - (Last 24 hours)

Web Browsing 169.1M

Genaric TCP 45 40

Generic UDP | 1.5M

P2P |616.9K

DMS (434 8K

Genearic IP |214.8K

Generic ICMP | 157.0K

o 20M 40M E0M 80M  10OM  120M  140M  180M  1E0M
Bytes
IZ2ES 8 ANSES BE0SLIC ole Z2E=S 2ot THAHE AAEE JHEE &0l & +

- Page 13 -
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1-16. AntiVirus S Al (AntiVirus Statistics)
+ AntiVirus Statistics

Mumber of Files Scanned 0
Total £ of Malware vs Clean Files 0 infected f 0 clean
£ of Files Submitted to FortiGuard Analytics 0
FOIHAE HAISH IS SHE B2 =0

2. UIEY 3 (Network)
Fortigate AIAEIC| CIEHIOIAIP, 2t E S2 HERZA 24 482 &
Aggregation, Software Switch2l &8 & Jtsal)| 20 Cr&st WERA
(Software Switch®l &2 NATZ =0l A2t XIRELIC )

&LICH. Vlan, Link
240l Jts&E LI

1. 2/ E H 0l A(Interface)
MOl QI HIOl AL IP, 2 ZZ2E 2, Link&EHE &0l ol & I IOl A
=24 atHU H3EAE H3AGtD EdlttH%% FEH HEGIHO=Z 0lsEL

(@ Create New

O o

8 K S S S
| wanl Physical 1.1.1.2/255.255.255.248 HTTPS,PING, TELNET, Auto IPsec Request,FMG-Access © 100 Mbps/Full Duplex 6
| wan2 Physical 0.0.0.0 / 0.0.0.0 PING,Auto IPsec Request,FMG-Access O [+] o
] internal Physical 192.168.4.45 / 255.255.252.0 HTTPS,PING, TELNET ,FMG-Access [+] © 100 Mbps/Full Duplex 11
| dmz Physical 0.0.0.0 / 0.0.0.0 [+] 4] 3

- NAT @€ -

(@ Create New

N K A T T

Physical HTTPS,PING, FMG-Access o
|:| wan2 Physical - PING,Auto IPsec Request,FMG-Access O 0 0
] wanl Fhysical - PING,Auto IPsec Request,FMG-Access [+] 4] ]
| internal Physical - HTTR,HTTFS,PING,55H,FMG-Access [+] © 100 Mbps/Full Duplex o
- TP 2C€ -
TPEES 32 2Pt £F ZJ| 20l LHHIoIAN IPE & & = ASUICH

- Page 14 -
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2-1-1. QIHHIOIA &3

Edit Interface

Name dmz (00:09:0F:8D:12:51)

Alias Server-Farm

Link Status Down

Addressing mode @ Manual ) DHCP ) PPPoE () One-Arm Sniffer () Dedicate to FortiAP
IP/Network Mask: 123.123.123.1/24

Administrative Access [FIHTTPS [7PING []HTTP [7] FMG-Access

[7]55H [[]SNMP [|TELMET [ | Auto IPsec Request [ | FCT-Access

Enable DHCP Server
Address Range 123.123.123.10 - 123.123.123.100
Netmask 255.255.255.0
Default Gateway @ Same as Interface IP () Specify
DNS Server (71 Same as System DNS @ Specify 208.91.112.53

w MAC Address Access Control List

& Create New P

I - R 7 S

(& Unknown MAC Addresses Assign IP
Security Mode Captive Portal [+]
Customize Portal Messages [
User Groups comas

Device Management
Detect and Identify Devices [

Listen for RADIUS Accounting Messages [

Secondary IP Address
Add
IP/Network Mask Administrative Access
2.2.2.1/24 https ping i (&
Comments Write a comment... o/2586
Administrative Status @Up Q& T DownD
| [0]4 | Cancel || Apply
Name oS CIEHOIASl O|SLICH
- Page 15 -
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Alias ™ 2E9| QIEHHOIAQIX HEHE A8 & £ USLICH

Link Status olE CIE{HI Ol AQl Link AENS LIEFEHLICE.

Addressing Mode OIEHHIOIAN &8 &IPS Al T= HEHE dFELICH IPv6E E&FO0I
JtsELIC.
Manual P ONESM IPE 48 HLICH
DHCP, PPPOE RESsd IPE AEELIL 25 3He B3R

Retrieve default gateway from server & 50|
X220t =00k HIOIEHOIE 0ot LICt
One—Arm Sniffer tofle CIHHIOIAZ EciE ZUHE S RSt
One-Armd S EHZ & & &LICS.
Dedicate to FortiAP @ oi Y CIEHHIO|AE FortiAP2t A= &
MEZE=Z SFEUIC IPE £36HH
NS 2 DHCPAHIL €& ELICH.
Administrative Access  Fortigate2 oY CIHHOIAZ Jisst 2#2|H H28 &3 LI
DHCP Server olE CIE{H Ol A0 DHCPE & & ELICH (DHCP Server &0l A XHAlS]
SHELICH)
Security Mode HY CIHHOIAZ 1S = EHE 0 Captive Portal AFE X IS
o OIS HXII| fAdhAE HM HTTPLE = HTTPSZ ol g
OIHHOIAS Sot0f HZ56t= Al A0 0F & LICH

=:RTINET.

Authentication Required

Please enter your username and password to continue.

Username:

Password:

— Security Mode & & Al 215 3t™H -
Device Management Fortigate= WEK A0 &XHots JI1JIE2 MACEXA, IPFEA, OS,
SAEY E°| HYE 2LIEHE §HLILCH

User & Device > Device > Device Definition 0l A &0l Jls gLl C.

Enable STP STP(Spanning Tree Protocol)2 &4 3} 610 LoopingS & Xl & LILCH
Oed ZEI [OJU= AKX CIEHHOIANALS E&FHO| JtsELICH
Listen for RADIUS Accounting Messages RADIUS SEI=0 CHEt =480 ZE=Z
- Page 16 -
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AL ELICH.
Secondary IP Address JI2 IP2I0l =IIE S 2 IPE & &LICH
Comments oY OIEHHIOIAN CHet &2 SLICH

St
| Ct.
Administrative Status oY CIEHIOIAE UP == Down AlZ LICt.

2-1-2. CIEHHIOIA M4
3 Create New =

IO
s . Zone System > Network >interface > Create New Ml A

CIEHIOIA S MAEHLICEH

* InterfacetiiAd= V
CIHHOIAS
INE=RGE DI

= Vlan, Loopback, Software Switch, 802.3ad Aggregate, Redundant 2
OtsS & USLICH 802.3ad Aggregate, Redundantll A< 22l et
=

2Dl 20l 2el0l 2LELIC

BVian 44
New Interface
Name MNew-Interface
Type VLAN [~]
Interface internal E|
VLAM ID 10
Addressing mode @ Manual ) DHCP () PPPoE
IP/Network Mask: 192.168.2.1/24] |
Administrative Access HTTPS PING [[JHTTP  [|FMG-Access
[155H [T]SNMP [ TELNET []Auto IPsec Request [[|FCT-Access

Enable DHCP Server [
Security Mode Mone E|
Device Management

Detect and Identify Devices ]

Listen for RADIUS Accounting Messages [
Secondary IP Address [}

Comments Write a comment... 0/256

| 0K | Cancel | Apply

-Vlan &8 3™ -

- Page 17 -
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1. System > Network > Interface 0l X Create New E & E8iGt1, Type 2 VLAN 22
A LICH

.Vlan 2 0|2 & & &L

.Vian 8 MAE 22| IHHOIAE Mg LT

. VLAN IDE 8 & &LIC.

. Addressing Mode(FA&4l) € &&cl IPE &3 &LICH

. Administrative Access (Z2l&2)2 & & &HLICH.

. OKg S&8ULCt.

Fortigate= Vlan Trunk ZE J|s0| ¢'&LICH el A Vian Trunk 7220l &8 & AL 2§

2= Vians Mol =0 0F &LILCH

NO O A~ WN

BSoftware Switch A44A

Name Switch

Type Software Switch [+]

Physical Interface Members:

Available Interfaces Selected Interfaces

‘@‘

. Q )

Addressing mode @ Manual @ DHCP @) PPPoE
IP/Network Mask: 192.168.10.1/24
Administrative Access [F]HTTPS []PING [[JHTTP  [|FMG-Access

[E]155H [C]SNMP [C] TELNET [ Auto IPsec Request [T FCT-Access
Enable DHCP Server ]

Security Mode None E|

Device Management
Detect and Identify Devices =

Listen for RADIUS Accounting Messages [
Secondary IP Address ]

Comments Write a comment... 0/256

| 0K | Cancel Apply

— Software Switch & & 3™ -
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1. System > Network > Interface 0l M Create New 2 S EGHL, Type 2 Software Switch &
A eLIC

. OIEHIOIA OIES /é’éé. L

. SHE 2AHHOIAE Selec Interfaces & & H&SLICS.

2 Ct.

3 ted |

4. Addressing Mode($_+_g E dX™otD IPE &AF &L
5 d

6

N
. Administrative Access (22l&82)2 & 3& &HLICH
. OKE &Ll

Zone Mame

Block intra-zone traffic.

Interface Members

[[sslroot  [Jwanz

f OK [ | Cancel

- Zone & & 3t -
. System > Network > Interface 0l Nl Create New > Zone & & B4 &L
. Zone 20| S 2 &3 &LICH
.SUHE AHHIOIAL MIAYAN M LICH
OKE =&LUICt.

AN =

2-2. DNS
Fortigate )l X & DNS MHE EHEHLICH. DNSE= FortiGuard MHI A2 HEHO0IEQF 20|
AL HEotH &3 eLICh.

DNS Settings

™ Use FortiGuard Servers @ Specify
Primary DNS Server 168.126.63.1

Secondary DNS Server 168.126.63.2

Local Domain Name

Enable FortiGuard DDNS

Server Unable retreive DONS server information
from FortiGuard Service.

| Apply |

-DNS &% 3t -

- Page 19 -
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2—-3. DNS Server

Fortigate= 2tEtet DNSAH S&2= & = UsLICH

BONSE AHIA & QIEHOIA &3
Edit DNS Service

Interface  [internal [+

Mode Recursive =

[ OK || Cancel [

1. System > Network > DNS Server I M DNS Service on Interface > Create New E
& EHSHCE,

2. DNS AHIAE & QIHHIOIA S A EISHT.

3. Mode € & &S,

Recurisive ArE XL Fortigate DNS 0fl #2lE EUW 28 & €2 25LUICH
AHIAE 6led ™ DNS Database € QE‘HOF e LICY.

Non-recursive Fortigate DNS Jt CHZ2 DNS AH WA HelE BN €=
QAESHLILC.

Forward to System DNS Fortigate 0l &8 & DNS MHEZ R2IE

M LG
4. OKE =8LICH

IONS Database &3

Edit DNS Zone

Type @ Master  Slave
View Public @ Shadow
DNS Zone comas-DNS

Domain Name comas.co.kr

Hostname of Primary Master Corporate

Contact Email Address fortinet@comas.co.kr

TTL (seconds) 85400 (range: 0 to 2147483647)

Authoritative Disable [«] | OK
DNS Entries

3 Create New .

.

1 Address (A) web.comas.co.kr -> 123.123.123.123
|:| 2 Address (&) mail.comas.co.kr -> 123.123.123.100

1. System > Network > DNS Server Wl X DNS Database > Create New & &€ &tHL}.
2. Tyoe 2 Master& S & &HLIC.

- Page 20 -
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3. View & Shadow 2 £ A &LICHShadow = LHE A XBH AFZ2Dts, Public 2
AEAEXE AIEIIS).

. DNS Zone2 & &¢&LICS.

.oHE Zone o =IO WS EASLICH 0l) comas.co.kr

. DNS server 2| SAE S S&ELICE 0l) Corporate

L2l ke MY F=AE 4FELIC

. Authoritative 8 Disable & S & &HLIC}.

. OKE 8Lt

10. Create New.E &85t DNS AEZIE =IOt &LICH

1. 7ype S BHELICH Ol) Address (A).

12. Hostname Mt IP Address & S & & LICH

13. OKE S&LIC.

O© oo ~NO O A~
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2—4. DHCP Server
Fortigate= NAT/Route 2=0 X DHCP AHIAE HZ6tH, DHCP MonitorE Eot0d 1Pl & TH

dEHE =l & = USLICH

2-4-1. DHCP AH £ 3&

Edit DHCP Service

Interface Name internal (Client-Zone)

Mode Server E|
Enable

Type @ Regular () IPsec

P 192.168.1.1 T 1192.168.1.10
Network Mask 255.255.255.0

Default Gateway 192.168.1.99

DNS Service ) Use System DNS Setting @ Specify
DNS Server 1 168.126.63.1

DNS Server 2 168.126.63.2

w MAC Address Access Contraol List

& Create New ¥ f‘p Add from DHCF Client List
[ N | MAC Address 1P or Action
]  uUnknown MAC Addresses Assign IP

w [Advanced...] (DNS, WINS, Custom Options, Exclude Ranges.)

Domain
Lease Time ) Unlimited
@ |7 (days) 0 (hours) 0 {minutes)
(5- minutes - 100 days)
IP Assignment Mode (@ Server IP range User-group defined method
WINS Server 1

WINS Server 2

Options
Code: [ QOptions: =

Exclude Ranges [

Starting IP End IP

| OK || Cancel |

- DHCP £& 3t -

Interface Name DHCP MHIAE & 21 H 0lA LICH
Mode FortigateJl 2 & DHCP MHIAE 6tei™ Servers HE45H,
CtE2 DHCPAHI2t A= 8P ™ RelayE &= &LIC
Enable DHCP AHIA & A3 L= HI8d5E LI
- Page 22 -
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Type
IP DHCP MHIAE & IPHSIE A& ELILT
Network Mask DHCP AMHIAE & YitAIE HFEHLICH
Default Gateway DHCP MHEIAE & UZE HOIERIO &FELIC
DNS DHCP MBIAE & DNSE &3 &LICt
MAC Address Access Contorl List MACEXA JIBICZ P4 Y8 XHHGHL, SEIPE
LSO & SUsHIPE EYotES d&ELICH
Reserve IP MACT=A%t IPFAE BWHHGIH F=AE Y& LICH
Assign IP e MACZF=A0 Ui5HY IPF4A &Y S 6lg LI
Block oS MAC=A0l CHotK IP=4A €92 XHE &LICH
New IP MAC Binding =

MAC Address bg8:88:23:33:2b:ac

© Reserve P [192.168.1.10) |

i) Assign IP
i) Block
. OK . Cancel |
Lease Time T4 UUAIZIS SEELICH dF A2 S2F DHCP HIOI=0l
stet 89 E MEELICH
Exclude Ranges IP=2 S HRANM MU IPE &E LI

2-3-2. DHCP Monitor(2LIE &)
D Refresh

internal  192.168.1.1 b8:88:e3:33:2b:ac VCI: MSFT 5.0 Hostname: §J&&€-PC Mon Mar 18 19:26:18 2013 Leased out

System > Monitor > DHCP Monitor 0l M FortigateE Soll = 1P BEE E 0 SLILCH
3. & & (Config)
Fortigate AIAEIS] HA 01&3t, SNMP & A&, Fortigatedlt E0F= HAIXIS HE S5 &3
&L LY.
3-1. HA(2JI24) 0I=3st

FGCPEZ2EZ=S 0/206t0 204 OlA9| FortigateAlAEIS HA 2elAH 24 & £ JUSLICH
HAT A 2 Master &HI2| StE/NH HOHO & Standby &bBI2 XIEZAQ!I AHHIAJF D
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SLICH HARAE S QA= S2HABE & BHIS0| S 2, S2 FirmwareE AFE26H0 0F
BHLICH HADIs2 |=3l&d(DHCP, PPPOE)UIM = XI&dHAl &2 &LICH
FGCP= VRRP2t Z2l Virtual IP2t Real IPE 22 222 oAl 212, otLtel IP2 R4 GHD|
(=0l otLt2l HHIE 2Y0ot= ote =& 22|& el 2E0| JASLICH
BHA 23
High Availability
Mode Active-Passive [+
Device Priority 128

[[|Reserve Management Port for Cluster Member | dmz

— Cluster Settings

Group Mame FOT-HA
Password

Enable Session Pick-up

Heartbeat Interface
Port Monitor

internal (Client-Zone) 0 0
wanl (2.2.2.1/24) 50
wan?2 [l [l 0
[ OK [ | Cancel (
-HA &3 3tH -
System > Config > HAW M & & &HLICH
Mode HA 252 A& &Lt
Standalone 0l =30t Of SHUAHIZ S&EELICH
Active—Pasive Master &H|2F EE S X 2lot12 Slaved | = Standby&tEl 2
CHOl &LICH.
Active—Active Master, Slaver &l 25 Eci® S M2l & LICH
Device Priority AU RAE=RE HELICH =X 245 =210t
=S UCH =0 22 32 &l Al2lgl 2ol S&=2I0t
28 ELIC
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Reserve Management Port for Cluster Member

22D
=/

SdAH BHO CHSHH

SNMP &2 &2|E olJ| /g d&LICH

Group Name SHAH OS5 AE0822 A EHAHE Y Z2=
24AHE #=20tJ| |IEt 018 LILH. =8t Group Name&)
ZHcl et 2HAHE LI

Password 2HAHE Aol |18 &S LLICH 2HAHE & BHES2
S 2SIt 4EL0F &LICH JI2 g5 = dsLt

Enable Session Pick—up Master #H|2| A& S Slave #HIZ Copy& LILt. O] JISE
SASIGHH HOH AU AES 22 2401 MEIADE JbsELITH
TCP2 IPSec VPN A& oF HZELICH

Port Monitor SO s A5 2LIEHE ot= CIEHOIA LICH MAE
QIEHI Ol ADF HOHI L3 H Master2| #8H0| & 2 LICH

Heartbeat Interface HA GIEHIE S4IS & AUHHOIA R} RHERE HFELICH
T BAESE USRI =1, =X EE2 ER INE RS
Hash map order vilaueE Jt&l QIEHHIOIAD 2 SIEHIE
EiEE Mel&LILh.

BHA 2L

HA &&30| =2 %™ System > Config > HAN A HA 320 Cie 2LIEH 0l Jts&LICh.

View HA StatisticsE 2™ &H| &€ &AH SHE =0l & = JUSLICH

HA Cluster

2 11 12151719

o 1112151719

- HA 2LIHE

3-2. SNMP

SNMP(Simple Network Management Protocol) &
SLIHY & = Y= BB (MRTG, PRTG S)8 74
SNMP Al H 2+
SNMPE X HIOIXIMA CHRZE & & ASLILCH

=13
=

I=YNE=T

oL =2
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SNMP Agent [V|Enable
Description comas-snmp
Location Seoul
Contact snmp@comas.co.kr
. Apply |
SNMP v1/v2cC

) Create New d

umm

comas

SHMP v3
@ Create New [&E i Delet

B[ Usortame | Security Level Notification Host Queries |

FortiGate SNMP MIB

Download FortiGate MIB File
Download Fortinet Core MIB File

= SNMP HIO|XE &3
1. System > Config > SNMP 2 0l S &L L.
2. SNMP Agent € &4 3+ &LILCH
3. 0IOIXEN et &HES ESLICH
4. FortiGate &Hl2| |IXIE E&LICH
5. 2elX 3228 E5LIC
6

Apply € F=SULICH
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New SNMP Community

Community Name comas

Hosts:
192.168.1.10/255.255.255.255 |ANY =]
‘ Add '
Queries:
vl 161
v2c 161
Traps:
Frowcol—Jiocol———Jremoie e
vi 162 162
v2c 162 ' 162
CPU usage is high Memory is low
[¥]Log disk space is low Interface IP is changed
[¥] VPN tunnel up VPN tunnel down
WiFi Controller AP up WiFi Controller AP down

HA cluster status is changed HA heartbeat failure

HA member up HA member down
Virus detected Matched file pattern detected
Fragmented email detected Oversized file/email detected

Oversized file/email blocked Oversized file/email passed

[¥]AV bypass happens

IPS anomaly detected IPS attack detected

IPS package updated

System enters conserve mode System configuration is changed

FortiAnalyzer disconnected

\ OK | | Cancel |
-SNMP H=LIEl &8 3t -
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SNMP HFLIEl &3

. System > Config > SNMP & 0| s &L C}.
SNMP vi/v2c Ol M Create New S S+ ELIL.
Community Name 2 €& &Ll EP
SNMP A S8 SNMP DLIM 2l =
SNMP OHLIM 2t S41& ZLEE ’é
SNMP 2l el &HELICH

—gH=2 =2o49g
OKE =

S +SLUICh

pSk=13

1
2
3.
4.
5
6
7

3-3. HAGIAIXI(R

FortigateOll M Xl 3ot
HE g % UASLICH

cement Message)
XHEF BIAIXI, 22901 3tH

P
C)

|

}

ep
E AETHUA 20 X= HAIX 2tH

=2
=

»

[5R Manage Images @ Simple View [0 Extended View

C hme | oeaion | moded

UTHM

FortiGuard Block Page
URL Block Page

Replacement HTML for FortiGuard Webfilter block page

Replacement HTML for HTTP url blocked page

Virus Block Page Replacement HTML for antivirus block page

Virus Block Message Replacement text for antivirus block message
DLP Block Page

DLF Block Message

m

Replacement HTML for DLP block page
Replacement text for DLP block message
SSLVPN

SSLVPN Login Page Replacement HTML for SSLVPN login page

Authentication

Login Page Replacement HTML for authentication login page

Login Failed Page Replacement HTML for authentication failed page

FortiToken Page Replacement HTML for FortiToken authentication page

Captive Portal Disclaimer Page

Captive Portal Rejected Page

Replacement HTML for captive portal disclaimer page

Replacement HTML for captive portal disclaimer declined page

@ Message Format: text/html Message Size: 1447 /322768
[ 'DOCTYPE html PUBLIC "-//W3C//DID HIML 4.01//F*
<html>

<head> =
<meta http-egquiv="Content-Iype" content="t¢
The URL you requested has been blocked <style type="text/css"> e
html , body{
height:100%;
The page you have requested has been blocked, because the URL padding:0;
is banned. margini0;
beoc
URL = www.example.com/ 31;‘3?{5;2{.}1&'
override height:100%;
}.ic]
display:table-cell;
vertical-align:middle;
height:100%; =2
< [m] b
HTML B2 SIH /D 20 2tESI HAIXIE =& & &= Jq1], Manage Images JISE
5104 0IDIXIE €2 & UJI W20 AL XH0IH TSt HAIXIE 2015 2 ASLICL
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3-5. FortiGuard
|

Support Contract

Registration Registered (Login ID: frankelau@fortinet.com) @
Hardware 8 x 5 support (Expired: 2012-07-07) [Renew] 0
Firmware 8 x 5 support (Expired: 2012-07-07) [Renew] 0
Enhanced Support 24 x 7 support (Expired: 2012-07-07) [Renew] 0
Comprehensive Support 24 x 7 support (Expired: 2012-07-07) [Renew] e
FortiGuard Subscription Services
AntiVirus Expired %)
(2013-03-11)
AV Definitions 16.00560 (Updated 2012-10-19 via Manual Update)
AV Engine 5.00032 (Updated 2012-10-16 via Manual Update)
IPS Expired %)
(2013-02-09)
IPS Definitions 3.00249 (Updated 2012-10-11 via Manual Update)
IPS Engine 2.00043 (Updated 2012-10-29 via Manual Update)
Vulnerability Scan Expired %)
VCM Plugins 1.00204 (Updated 2013-01-26 via Manual Update)
VCM Engine 1.00204 (Updated 2013-01-26 via Manual Update)

Web Filtering

Email Filtering

Messaging Services Unreachable %]

FortiClient Information

FortiGuard Availability Reachable @
AV Signatures 17.275 (Updated 2013-03-11)
FortiClient Version (Mac) 5.0.1 (Updated 2013-03-11)

FortiClient Version (Windows) 5.0.1 (Updated 2013-03-11)

FortiToken Seed Server

Registration Reachable (0 Tokens Registered) @

¥ AntiVirus and IPS Options
El Allow Push Update@

Use override push IP | 162.155.10.1 Port |21
i} Scheduled Update
) Every 1 [~ Ithour)
@ Daily: 23 E](hour)
©) Weekly: Sunday ":!(day) 0 "~ |thour)

[¥] submit attack characteristics to FortiGuard Service Network to help improve IPS signature quality (recommended)

[¥] Enable Extended IPS Signature Package

¥ Web Filtering and Email Filtering Options

[¥] Enable webfilter cache TTL: 3600

[¥|Enable antispam cache TTL: 3600

Port Selection

© Use Default Port (53)

Use Alternate Port (8888) (FortiGuard services are reachable via ports 53 and 8888.)

To have a URL's category rating re-evaluated, please click here.

=

FortiGuardOil %= 0l M= Fortigate2l X224 20l A L FortiGuard Ml A el A S &0l

ot
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= UASLICH £ HE HOOIEN et €8 & = AsLIT
Support Contract ZHIS S5 HE, ot/ RANE+ S AIAE X& HY
8 E ol g = ASLICHL
- oA FortigateJt FONOIl &€ Xl & LICtH
= QX FortigateJt FONDF 22 | LF A0 &l UKl L &SLICH
L= Fortigate2| 20l & AJF Bt2 & ASLICH
. =4 Fortigate2| 2tOl&dADL S8 AR & LICH.
FortiGuard Subscription Services FortigateZH| 2| FortiGuard HIM M3 2= MHIA(AY,

IPSS) Hl HEE &0l & 4= ASLICH HE IS
= 3

=S 2 YOO0IE

AntiVirus and IPS Options AVZ IPSel Xt LOI0IE &F &2 LIt
= Allow Push Update FOSUHM IHE=S ZAl SO .
= Scheduled Update &aoH&l AlZ2t0 Fortigatedt SHI0IEE A& LICH

3-6. Ei &2l(Tag Management)

ot HAo 2| L =MZ 2 JVIsULICH 20 2 8 Al EH2 LIEtW= Ef1E
HAAEGHH EHO22I0M 2IAEE %.*@ g 2 SLICH E3 B0 OIRAE 0l otH Z JHel
Hot HMO| ESTH U=l &0210| JtsELICH

Tag Management

Type to find tags: |

Deny-Site SSL-VPN W

JE=EEHE ]

Unused tags: 1 [Remove]

3-7. 1 3(Advanced)
AT EE 0|20t Configuration && S ot HU USBE 0lE06ld FortiOS, &8 IY S

Upload ot= €8 2 & == USLILCH
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FortiClient Endpoint Registration

[] Enable Registration Key for FortiClient
Registration Key

| Apply

Scripts

Execute Script from
@ Upload Bulk CLI Command File [ FOEESL.. |

USB Auto-Install

On system restart, automatically update FortiGate configuration file if default filename is available on the USE disk.
Default configuration file name: fgt_system.conf
0On system restart, automatically update FortiGate firmware if default image name is available on the USE disk.

Default image name: image.out
| Apply
Download Debug Log

Download Debug Log

FortiClient Endpoint Registration Fortigate AIAEI 0 A FortiClient VPNOI Al &

S=J1E €8ELth

Scripts Text2 =l A E IS A2 CE 610 2HE6HAH Fortigate Al A E 9
HES HE & % UAsLT

USB Auto—Install AAE TH A& Al USBE 0180t &8 IHY £ FortiOSE g2&
Ll Ct

Download Debug Log CIH 218 U222 & g LICH

3-8. HIAIZ AW (Messaging Srervers)
FortigatAlAEI0] 22| KW H Y S ELHHL SMSE Bl ®Igt AH 832

il
c
o
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Messaging Servers

Email Service

SMTP Server mail.fortinet.com

Default Reply To
Authentication Enable

SMTP User foo
Password ssssanse
SMS Service

Chome | hares

Telefonica mail.tele.local

Test sms websms.sms.local

4. 22| XHAdmIn)

Fortiate AIAEQ| 22X HE, HARKE, 82HE L AAE AHES

4-1. 22| XHAdministrators)
Fortigate AIAEIOl e Xt HE S MA, A

Mot &8 B

Ol

@ Create New .

[ wome | trutea o Two-factor Authentcaton

admin I'E 0.0.0.0/0 super_admin Lacal

- el HE el AE &tE -
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New Administrator

Administrator

Type
Password

Confirm Password

Comments

Admin Profile

Contact Info
Email Address

[#] SMS

Restrict this Admin

Trusted Host #1

Token | Click to add...

comas

@ Regular ) Remote ) PKI

Write 2 comment... 0/255

[=]

super_admin

fortigate@comas.co.kr
7 FortiGuard Messaging Service @ Custom
Phone Number | g5 10.1234-1234

SMS Provider SMS-Servier E|

Enable Two-factor Authentication

Login from Trusted Hosts Only

0.0.0.0/0.0.0.0
Trusted Host #2 | 4 5.0/0.0.0.0
Trusted Host £3 | 5 0.0/0.0.0.0 =
[]Restrict to Provision Guest Accounts
[ OK [ | Cancel
- 22X HE MY 5 H-
Administroator 22| X HIE IDE & AEHLILH.
Type HEo S8 43 &LICL
= Regular FortigateOfl 2Z 0l J& & HE d22 0|Z&LICH
= Remote RADIUS, LDAP, TACACS+ S 2ISAHE OISELICH
= PKI SM21 18t X E 0126t 2152 &LIC
Password, Confirm Password INAREE &S HELICH
Comments HAEOl Cist &892 E&LICH
- Page 33 -




AFEX O 7+& FortiOS 5.0

Admin Profile Al

o HstE2 dFELICH
Contact Info 2ol ke st FE2E dEELIL
Enable Two—factor Authentication 22|k S Al ZEIEES 0|28 2Factordd &=
T8 gLt
Restrict this Admin Login from Trusted Hosts Only e HES & o2 IPE dEEUC
Restrict to Provision Guest Accounts HAEA

oS 2telote 2elANHES
HHELICH Ol JlsS €43tolH F
A

£ & User GroupOfl Al

0
0
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4-2. 2T 210 (Admin Profile)

2 Ao Heg A

s
roy
Mo
iz
0
o
0

LA AHE B2 OE dEtE =+ U
=] |
=

20 oded o 2l X JAHE A2 UHE eSS & = USLICH Fortigate2l J12 HAE QI
admin 2 T2 0L Q! super_admine =& #&t2 LIEFEHLICH super_admin Z2 022
AAEIO ZSQF F22 control & &= A= ASHOID| 20 2UHZE =836HH CHELICH

Edit Admin Profile

Profile Name: prof_admin

Comments: Write a comment... 0/255

Access Control [7] None [ | Read Only [7] Read-Write
System Configuration F F -
Network Configuration
Admin Users
FortiGuard Update
Maintenance
Router Configuration

¥ Firewall Configuration

Policy Configuration
Address Configuration
Service Configuration
Schedule Configuration
Other Configuration
¥ UTM Security Configuration

AntiVirus
Web Filter
Application Control
Intrusion Protection
Email Filter
Data Leak Prevention
VoIP
ICAP

VPN Configuration

User & Device

WAN Opt & Cache

Endpoint Security

WiFi Controller

¥ Log & Report

Configuration

Data Access

CRCRCRCRCRCRCRCRCRCNCRCRCRCRCRCRCRCRCRCRCNONORORORCRORONCORC

Report Access

— X
=

ry
[El
Hu
_t':_|
o
nx
0
tol
e
|

4-3. & A (Settings)
Fortigate Al AEQ] 22| & PortHE, 85 SAAZ S2 &3 SLILCH 8IH=2 AIAE AN

230l Jtsoti et=0E XN LI
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Administrators Settings

Central Management

Status © Not Managed
FortiManager IP/Domain Name: | Send Request |

[TlUse FortiManager for all FortiGuard communications

Administration Settings

HTTP Port 80

HTTPS Port 443

Telnet Port 23

SSH Port 22

Idle Timeout 50 (1-480 mins)

Enable Password Policy
Minimum Length 8 (8-64 characters)
Must Contain [l

Apply Password Policy to [7] Admin Password [7]IPsec Preshared Key

Enable Password Expiration E
View Settings
Language English [+]
Lines Per Page 50 (20 - 1000)

Display Options on GUI

Central NAT Table [V] Certificates [V] Client Reputation
[¥] pLP [V] DNS Database [¥] Dynamic Profile
[¥] Dynamic Routing [¥] 1CAP [¥] Implicit Firewall Policies
[¥] 1IPsec Manual Key [T 1PVE [¥] Local In Policy
[¥] Multicast Policy [¥] Multiple UTM Profiles [V] Object Tagging and Coloring
[7] Replacement Message Groups [¥] SSLVPN Personal Bookmark Management [¥] UTM Monitors
VoIP [¥] wireless Open Security
Apply |
Central Management Fortimanager2t ™ & LICt Fortimanager= 0ef T2l

==
o_q% P%éHﬁ xo}xlxﬂog 7C|-|:||E I’,ra

Fortigate Al A &1 1)} =

g = QUSLILCH
Administration Settings ZHI0 &5 Al 826t PortE &4

0I|

fLICH JIZ2Re g

TCP 80, 443, 23, 222 AMS2 &LICHFortigate2l

I HOIAN &XE P2 ZEXQLS 48 & AL 9

ZEES2 =0 £M3) 20 482 & = &L
Enable Password Policy 2| AAHES HARAE M2 dFELICH JI2deges

HEAHs SIHJAN MARE &0 Ol M0l SisLIt
View Settings AAE AN L S HOIXW 20X = Line2l =5 &&&LICH
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Line Per Page= 20~1000& DFAl HAE0| JDtsoll,
Z 1HOIXI 2t A H Ol X0l &&EE LICH
Display Options on GUI Fortigate AIAEIO] =IINOl M=o E4/HIEH8S
SFELIC JI2Rez BXle s 0129 JIss &3
LY Jlsol &4 Mool &S &LICH

5. 1= (Certificates)
Fortigate Al AEIOI Al AFEXH ©1Z0|Lt SSL 2ALE I8t OIS AZ S=8HLICH

1. 2Z Q= (Local Certificates)

L OS2 ME UEANZE 2FEHH, UE I UIEADNA AAESLICH ST 0 JHE!I|
OHLOILE PEM(E XIS HI L) S E S &LICH

2. 2lZ4(Remote)
AHOS2 It 8= BIMCUISMHEZ OCSPAHE AIE6tH 2152 &&LICH

CACIESE 222 &1 FAGHAIE (ISAMIL FE2 =4 HRL AL X0 HESELICH

4. CRL
CRL(Certificate Revocation List) 0"‘/\4 HXI=SE22 210l 2AISAE 0|86t HAMEZS
grts M MU ASMIF HX EIX LU=KE &IEHLICTH

6. 2 LIE{(Monitor)

1. DHCP 2 L|E{ (DHCP Monitor)
2-3-2. DHCP Monitor(2LIE&)S &1 &LICH.

7. Jtat =M Q1 (Virture Domains)

Fortigate AIAEI2 BILIS| 22| Xl Fortigate SHINA Oef JHel =2l&E QI FortigateE 4 &

4= Q= Vdom(Virture Domains)J1sS XK &LICH

MAE 2H2E9] Vdom2 &3te AzH) BPQ%‘ 2L VPN AHIA S, 2 240/l CHoHA 2gE& D)

SZHE Y LIEP olgfst Jls2 J CHol ZHIZ Ch4=o] D2HIH 22+9| gigte! MHIAS
& & A= HEH0| ELICH JI2E2ez 10J18 Vdoms XI&aotMH 109 Ol& 2l Vdom=4

SOOI AE ER 2 SLICH
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Internet

Cliont2 Notwork

Chentl Notwork

- Jte E0 OB -

JI2d2Z vdom Jls2 HlIgds S0 ASLICH

7-1. JtA NS4 2
Super_admin 2 &t0| U= 22lXNHEB =z 201 §HLICH
System > Dashboard > Status £ 01& = System Information ®I& 2| Virtual Domain &=2
Enable ® &0l H&4 & LILC.

v System Information £ O X
Host Name FG100D3G12801307 [Change]
Serial Number FG100D3G12801307
HA Status Standalone [Configure]
System Time Tue Nov 6 15:50:05 2012 (FortiGuard) [Change]
Firmware Version v5.0,build0128 (GA) [Update] [Details]
System Configuration [Backup] [Restore] [Revisions]
Current Administrator admin [Change Password] /1 in Total [Details]
Uptime 5 day(s) 7 hour(s) 27 min(s)
Virtual Domain Enabled [Disable]
\VDOMS are enabled
- Jta S0l 4t & 3tH -

JbAE IRl JIs0| 243 &lH FortigateAlAEI2| Bl 40| B1& ELICH JI& System
A3 0Ot GlobalZ2 2 HM &Hl2 XA AlIAE &FZ 34, Virtual Domains il &= It
MIIHAM 2 SO0 e 2ot s dA6HH ELIC
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VDOMs disabled VDOMs enabled (Global) VDOMs enabled (per-vdom)
Global
=@ pashboars 7@ pashboarc Virtual Domains
- - Er & Tase
* Top Sources 3@ root
* Top Destinations * Top Destinations I:J&l’) System
" * Top Applications " * Top Applications 959 Network
155 Network #@@ vDOM A O T it te
“15- Config 'HE’Q Network - DHCP Sarver
#1@ Admin 1= Config - Explicit Proxy
5] Certificates #1% Admin s packet Capture
3 &l Monitor 3 E:J Certificates @E Config
¥ Log Config . @ & Monitor
@ = Router
@[__Ej Policy
Router W:T.i Firewall Objects
Policy -(§ UTM Security Profiles
Firewall Objects B> veN
[ User & Device
UTM Security Profiles O
‘f’"‘U WAN Opt. & Cache
VN ‘%"“:T)) WiFi Controller
User & Device - Log & Report
WAN Opt. & Cache
WiFi Controller
Log & Report Virtual Domains
- Jta E0Q 24e &, = Himwe 2E ot -
7-2. I EHQ MA
M HRe MA2 System > VOOM > VOOM Ml=0lA Jts&LICH Vdome &4, Axll=
Super_admin &8t 2te|Xt2H0l & 4 UASLICH
Disabled VDOM

/Select All

Active VDOM

Create New  [4f Edit

il Delete ) Switch Management | root ]

m Operation Mode Interfaces Enable m
O root NAT example_wlan , modem , ssl.root , wan1 , wan2 , wian , wian_employee 0 0
[J vdomi NAT dmz , internal , ssl.vdom1 0 0
0 vdom2 NAT ssl.vdom2 (X} 0
- Vdom 2IAE 3 H -~
Create New M=Z2 Vdoms A& & LICH
Edit HEHE Vdome &&= BHEELICL
Delete HEE VdomS AHA|l &HLICH
Switch Management 2t2|#st2 Jt&l Vdome A& 2 B &LICH &22|#EE It Vdom
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= SoilAd IHEHOIOIEE ot (20 22=He2 ARt S&0| &

O OF &LICH.
Name Vdom&l 0|8 = UtEFELICE.
Operation Mode HEY Vdome 22 =5 LIEIHLICE.
Interface Y VdomOll &Y &l InterfaceE 20 SLICH.
New Virtual Domain
Name Vdom-comas
Enable
Operation Mode  |NAT =
Comments Write a comment... _
0/63
| 0K | | Cancel |
- JIAEHo MY otH
7-3. A WIS 2 QI HIOlA &
MAE VdomOl QTEHHIOIAE EHal0F HIZ4A Vdome HWERA RE2 & 5= USLICH
OIE{HIOl A2l Vdom & & HAS UX| 20Ok

otJl oA = oS QUEHOIAIN ASE D UX
ELICH QIE{HIOIA S "Ref." 20| "0"0I0{0F EE0| JIsEHLILCH
OIHHOIA &Y Y2 Chs 1 &&LIC.
1.Global > Network > Interface 2 01Sdt0d Vdom B1E S & QI H 0l
HE=S S&LICH

2. Virtual Domain &=0lA Y& Vdom

3. OKE =&LIL.

AS HEIGHD Edit

A El

=/

4

k=
o9
C
a

o

Name wan2 (00:09:0F:8D:12:50)
Alias
Link Status Down
Virtual Domain root [=]
Vdom-comas
Addressing made @ Manual ) DHCP () PPPoE () One-Arm Sniffer ) Dedicate to FortiAP

IP/Network Mask: 0.0.0.0/0.0.0.0

Olg dd& vdoma 222 *§FU‘HE* /‘“‘*OI JP
Vdoms €& & = A0 2 vdom £&0 et A2 LS
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2. ctE (Router)

UERKD SIS gt 22 E X AHol= JI=s2Z Fortigate= & & (Static), S & (Dynamic)
PBR(Policy Based Routing)2l && & X 2&LICH (TPR2ES HLR 22H I &LICH

1. & = (Static)
DI2] Fortigate Al AEI0 Hold =2 22 SR o5 EHS Hel &L

%’E.II 5.’.\_% DI%QE ?éi% KEELICH 2RE 2t 2829 £F0| Jls ol =<0}
SAUS AR ABUI0] &2 HH0| 2422 M2l ELICH Default Gateway2l S&EX A=
0.0.0.0/0e2 && &LICt.

) Create Mew

v 1P/ Mask

0.0.0.0 0.0.0.0 192.168.1.1 wanl
10.10.10.0 255.255.255.0 1.1.1.2 dmz
- 38 URE C|AE 3H -

New Static Route

Destination IP/Mask 100.100.100.0/24
Device dmz El
Gateway 1.1.1.2]
Comments Write 3 comment... 0/255
Distance 10 (1-255, Default=10)
Priority i (0-4294957295)

. OK || Cancel |

- 88 URE 48 3H -

Destination IP/Mask HAILEHE & 2XX| FAE &3 LT
Device W32 WEY OIHHOoIAE &8 &LICH
Gateway SHEX F=AZ JIJ| 2ol Fortigate?t I3!S WEY &d|Q| IPE
AESHLIC}.
Distance 2tE ol H2lZ(Distance)2 EXEHLICH 20| &S 42
chRE o =20 =&LICH
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Priority CIRE S =R E &F LIt =X K| =42 Distance g40|

= A
L
sg & B2 Priority gt0l &2 ctRE2 =20t =5UILL

H(Policy) 2t

-2-, =g O'EﬂHIOIﬁ, 2 =4,

2

—
|

or o ox hu ™

RN B |

& Create New

# [Incoming|Outgoing| ______ Source | Destination ___|

1 internal wanz 192.168.1.100/255,255.255.255  100.100.100.2/255.255.255.255
2 internal internal 192.168.1.100/255.255.255.255 2.2.2.3f255.255.255.255

-3 2RE 2|AE 3H -
Edit Routing Policy

If incoming traffic matches:

Protocol 5] Disable TCP UDP SCTP
Incoming interface internal E|
Source address / mask 192.168.1.100/255.255.255.255

Destination address / mask  100.100.100.2/255.255.255.255
Destination Ports From: 1 To: 65535
Type of Service Bit Pattern 0x00  Bit Mask 0x00

Force traffic to:

Outgoing interface wan? E|
Gateway Address 3.3.2.1
Comments Write a comment... 0/255
| 0K [ Cancel
-3 RE 43 SH -

Force traffic to0ll &2l =

v
o
ro
I
ol
fir
=F=|
Yy
o

"If incoming traffic matches"2 =
HOIERIOIZ EYLICEH.

Protocol SN LEQ Z2E=2S HAEHLIC
Incoming interface mH3le | QIEHMHIOIAE 8 AELICH
Source address / mask EYR F=AE AFSLICH
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Destination address / mask ~ S&X| =AE S&&&LICH

Destination Ports S8 LEE SFELICL

Outgoing interface H2ls Y CIHHIOIASE dEELICH
Gateway Address Hals LHEY #H12 IPE £F& Ut

1-3. &% (Settings)
Fortigate Al A8!l2 ECMP(Equal Cost Multi Path)E 0/ &5t & i 0lAle] ez M 0

AS I s&et SHXF=L0 oAl EchE 248K el E SLICH ECMPE AtE6H)| AaiA =
2E Mo etRE HF &0t =Lali0F &tCt. (Distance, Priority gt01 &2 6H0F &)

ECMP Load Balancing Method

 Source IP based ) Weighted Load Balance © Spillover

Dead Gateway Detection

@ Create New

wanl 168.126.63.1 ping
wan2 168.126.63.1 ping 5 5
- ECMP & & 3 -
ECMP Load Balancing Method WA dals HEiELIC
Source IP based S FAE JECZ B S SLIC
Weighted Load Balance OIEHIOIAN &Y & Weightat2 J|EC2 & A
2 LICH Weightat0l =2 QIHHIOIAZ (O &2
EdEOl Ml IS BWELICH
Spillover QIEHHOIAN A= LAHS IELE HHAS
SHLICH DI Y2 22 I8 QHHoIAZ 24
SBUXLD LAHGS E0IIH S22 ¥ gt
LA B2 & CIEHBOIAZ E2fEOl BEWELICH
Dead Gateway Detection 2| & HealthcheckE 2?8t & & LICH Ping Server
&=29=2 Ping, TCP echo, UDP echo S M350 SIHAEHS &QI&LITH
Ping Server2 SE I3 ot H oY sl S &0E HHGtD 2tRE M2l g

otXl 5Lt
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Edit Dead Gateway Detection

Interface wanl E|
Gateway IP 192.168.200.1
Ping Server 168.126.632.1
Detect Protocol ICMP Ping ||
Ping Interval (seconds) 5
Failover Threshold 5
(Pings lost consecutively)
HA Priority 1

| OK | | Cancel |

— Dead Gateway Detection && 3tH -

2. S&(Dynamic)
HESR HHl 2t9 4RE H2E 01800 S 28l B2 E AE6tH EHES HMHel &LICH
Fortigate Al AEI2 RIP(V1, V2), OSPF, BGP, Multicast 2tR& ZZ2EZ22
(KEMIS & X &> 2 docs.fortinet.comWl Al Routing A2 H

3. 2LIE (Monitor)

Routing Monitor Fortigate Al ABINIA 2250 2tRE HIOIZ 82 &0 & = UASLICH
T Subtype
Static 0.0.0.0/0 192.168.200.254 wanl
Connected 192.168.1.0/24 0.0.0.0 internal
Connected 192.168.10.0/24 0.0.0.0 Forti&P-comas
Connected 192.168.200.0/24 0.0.0.0 wanl
- R 2ULIH 39 -
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3. = (Po_l icy)

Fortigate Al A EI 2 c>—.“(F’o||cy)E Jgte g *iPtﬁ JlsS £=8&LICt Stateful Inspection
HA(HMS NES M4 M&EHOI S22 M85t 0| 32 E

| ¢
[Btol =D| st 20 Mol It

1. E&(Policy)

P42 MHIAZEE JIBICZ otz Yot M= Aot Fortigatel A HSdtk= UTM
VPN, AtEX 218 S92 B2 SFELICH ALHHOIAE JIE2Z Internal 722t2] LHEALE Xt
£ Local, Wan £2 External 2| AFZXE Remote 2t Jtel9|1) M2 (S0 22 LSHe=z
LIEFHLICE.

1. Outbound &2 : Local (Internal) = Remote(Wan) 2| &=

2. Inbound = : Remote(Wan) — Local (Internal) 2 &=
1-1. &3t A3 (Firewall Policy)
Fortigate Al A B 25t HIM2 4K J|E(ELXFA, SEXFL, AHE, MUHIAZE)OZ
HMO| NZEOHEE Z2F ELICL
Mo 2= 3 ME H2 HY A0 FH(Seq HHIF A2)RH =MUIZ HEEL
Ct. DI Il 3 Hgol J|&E0] e HHMSS A0 &2 HH0l &0 <IXIaH0F &L
Ct.

@ Create New @ Section View ) Global View

T Schedule T UTM Profile] ¥ Log | ¥ NAT]

w internal - wanl (1 - 2)

1 3 =] all ] Hackers.com T always = ALL @ DENY 9

2 1 &l all &l all D always 2 ALL v ACCEPT ] ]

? g 20l WRASIDE AR22 2 S0l Jtsots Hackers.com AOIEE 20X
SHX A0t X2 1D 3¢ MOl ID 18 20 &40 fIXIcHOF &LICH MO DS

‘3
SH=?2%s 420 SRsLICH

MY 0| MO QX AT Global View 212 MEA5HH HH =

i

212 8§d LIt

1-2. Ao MM HE L ALK (Create, Edit & Delete)

U5l HIMS MASHE 9 S 20HXIE M2ELICH

5 oy, &) Create New y=s =p 0] JISSLICH 0] 22 oS REMAMO MY 5H 0l
AMM0| ELICH

S OB, MM MAE X0 9, 0l B = 5L MEISD Q% 2212 518 B 0%t
LIEFLLICH Ol = Insert Policy > Above(Sl) / Below(OleH)E HEIGIH MAHS & 2 JASLITH
MO MAS G S ME 51D I A0l US=Edit 0102 lﬁ‘% S BE S 4 D,
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Delete OIO|2 2 = &M g = ASLICH

@ Create New [& Edit [ Delete @ Section View () Global View

T Schedule T UTM Profile] ™ Log | * NAT|

w internal - wanl (1 - 2)

7] Select Addresses

2 1 & all £l all I P ALL v ACCEPT ) &
p s=sl.root (sslvpn tunnel interface) - internal (3 - Insert Policy » =] Above
b wanl - internal (4 - 5) Status Y | =] Below
4] Cut Policy

p Implicit (6 - 6) Copy Palicy

[ Edit

M Delete

o] Insert Section
& Clear Counters

Mol XS OIS ANHE HE HHo| 815 B 22(Seq W 22)S NISAZ =247
ot O|SE /AXZ |2 &= USLICH
@ Create New [ Edit T Delete @ Section View () Global View

T Schedule T UTM Profile

w internal - wanl (1 - 2)

ﬂh%%%—h

— X ZH E
o—| =]

ol —

L

tou

1-3. 28 &3 (Column Setttings)
2ol M | AENA EWHA= 22 48 & = UASLICH E3M 2|AE HOIXI2 ZE HHolA
OIRA QEXE S22 otH Y WSt LIEFELICH Column SettingOllAl &2 AEi5tH Y
at=0| I LI

@) Create New @ Section View () Global View

seas] 10| + Source| + Destination |

w internal - wanl (1 - 2) ::LL;TJ:IISSEIIanSns ' M ID
s ;
1 3 =] all f5] Hackers.com T always AL % Doez'zif'leation a9
2 1 &l all &l all T always 7 AL| [ Schedule 17} 9
. . [ Service
p s=sl.root (sslvpn tunnel interface) - internal (3 - 3) o Action
p wanl - internal (4 - 5) ¥ UTM Profile
- _ ¥ Log
p Implicit (6 - 6) & NAT
Authentication
Comments
Count
From
EERE
Source SYR =4
Destination S =4
Schedule AHE(LIY, Bt= 5)
Service ANHIA ZE
Action ACCEPT= ol &, DENY= Xt&, IPsec= IPsec VPN , SSL-VPN =
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SSL VPN
UTM Profile UTM Z20 M= e
Log @ =243, W =H 245
NAT P-x=g zzp-n=s
ID o MY =A
Status @ - muzys W= gy zgs)
Authentication AEX L Device & 21
Comments =4
Count oS MOl & AlE EiE &
From S A CIE{ HOIA
Seq.# 33 24 =2
To S| O H Ol A
Tunnel VPN HE 018

1-4. 3 47

Fortigate Al A1 2 Address(IPZ= ), User Identity(AF2 X}), Device Identity 2 3J1X| D=2 2
Bigtt! Mg AN & £ USLICH W IPIF AFEQI 2L 282 SAI=S oFJ| /A= NAT
s 43 si=0i0F &LICH(O122 HIg s SoUS)

4N

S2X P, SAX IP MM E 0IEot0 3ME £FELICH

o
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New Policy

Policy Type
Policy Subtype

@ Firewall ©) VPN

@ Address () User Identity () Device Identity

Incoming Interface Click to set...

Source Address {5] Click to add...

Outgoing Interface Click to set...

Destination Address {=] Click to add...

Schedule Click to set... Y
Service ) Click to add...

Action v ACCEPT >

Enable NAT
@ Use Destination Interface Address [ Fixed Port
) Use Dynamic IP Pool Click to add...
() Use Central NAT Table

[7] Log Allowed Traffic

UTM Security Profiles

@™ Antivirus default v
Web Filter default v
@™ Application Control default -
@® 1rs default v
@7 Email Filter default v
DLP Sensor default »
@™ voip default =
@D 1cap default -
UTM Proxy Options default -
_OFF _ SSL Inspection default =

Traffic Shaping

[7] Shared Traffic Shaper guarantee-100kbps v
[7] Shared Traffic Shaper Reverse guarantee-100kbps -
Direction
[7] Per-1P Traffic Shaper Click to set... >
Tags
Applied tags
Add tag ]
Comments Write a comment... 0/1023
OK (| Cancel l

— Address &2 4& o™ -
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Policy Type gtote Az AF Al Firewall2 AE&LICH
Policy Subtype Address 8 8 & Al AddressE & EELICH
Incoming Interface S OIEHHOIAE & FELICE.
Source Address 4N =AE S&FELICH
Outgoing Inteface LHEY CIHHIOIASE 48 ELICH
Destination Address SHA F=4AE 4FELICH
Schedule AAE=S € FELICH
Service NHIAZES &X&LICH
Action Mo =& HEfE AFHELIT
Enable NAT NAT2 AtE (IR E HEBLICEH
Use Destination Interface Address LHEY QIEHHIOIALl IPZ NAT &LICH
Use Dynamic IP Pool Olel 2ol =2 Pool tHE 22 NAT & LICH
Use Central NAT Table Central NATE AtZ&LICT
Log Allowed Traffic MY Mz et= EciEO 215 LASLICH
UTM Security Profiles UTMOlsS EEELICH UTMIIs2 AMEol)] folAd e oY
Jls2 435 A9l BE2E Profile2 &&3dt0{0F & LICH
L0 UTM HI 2t 3, & UTM 24 5t
Traffic Shaping EdEo HY=2 £ &ot= JIsdLI X2 J)Eez 93
ANE2SS M| Z6HH StHLE IPEZ EEES X8 & &
USLICE.
Shared Traffic Shape UM Ol outbound EcHE N Uit 2E& HE =,
Shared Traffic Shaper Reverse Inbou d EciE0 e 28 HE=
Per—IP Traffic Shaper PE EciE0 e S2& HE=

X o1= = (User Identity)
= X

ZH
Sot M= EFSLICH

F:=RTINET

Authentication Required

Please enter your username and password to continue.

Username:
Password:
- MNEX OIS SFH -~
AEX 1S EHME J|2 Address 20l AFZ X2l ID/PW 21E2 E610 UWERK3A ESXH0 OISt
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MZE =UOZM 2otS Lot & = UASLICH AISX M2 User & DeviceOllA & = A1,
MY = ZMO| Group(s), User(s) E20AM olle M E MEE = USLICH

Policy Subtype=2 User Identity2 & &6t Configure Authentication Rules2 Create New
ES =4 MEX S FMZ MHELICH

New Authentication Rule

-~

Destination Address =] Click to add... b
Group(s) Click to add...

User(s) Click to add...

Schedule Click to set... -

Service 7 Click to add...

Action v ACCEPT -

[7] Log allowed Traffic

UTM Security Profiles

_OFF_ AntiVirus default - r

_9FF _ Web Filter default -

_OFF | Application Control default -

2FfE ) TIPS default -

_9FF _ Email Filter default -

_9°F  DLP Sensor default -

JOFF  VoIP default -

——tr ) ICAP default -

_OFF | 850 Inspection default - —
[T] Traffic Shaping =

QK Cancel

- NSRS HY 8T B8 -
Group(s) ol=sZS dgs Q8L
User(s) CIEE 5lEE AR LIt

1-4-3. Xl A& (Device ldentity)
X MACEALF &X Elg2 D=0z A AASLICH &X MMM MH2 User &
DeviceOllM & %= USLICH.
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New Authentication Rule

Destination Address £=] Click to add... il
Device
Compliant with Endpoint Profile Please Select *
Schedule Ed smbok
_ ETESTL
Service ETESTZ
Action lllflST_Grn:uup
[7] Log allowed Traffic Ed Android Phaone
E Android Tablet
UTM Security Profiles tis BlackBerry Phone
o 4 BlackBerry PlayBook i
SEE 0 Antivirus & Collected Emails 3
OFF | Weh Filter B FDI"tiITIEt Device
[Fd Gaming Conscle
OrF | Application Control IP Phone
1 irad
OFF
= 1IPS [ iFhone
_9FF_ Email Filter 1y Linux PC
[ mac
2fF . DLP Sensor Media Streaming
OFF | YoIP IEl other Network Device
Router/MNAT Device
OFF | ICAP E3 windows PC
oFF ) SSL Inspection [ windows Phone

[ windows Tablet
[T] Traffic Shaping -

Ok Cancel

- Device |dentity &2 883 -~

2. = NAT HIOI=(Central NAT Table)

Ol2l HOol =2 NAT HIOIES HM(| H2SOZ2M 20210 NATEM S StEX| &1 oHLESl &z
OZ 2] JHe NAT 2 M2l & 4= USLICH NAT HI0I22 == A9 HH0| 24 &L
Ct. A® HAHSIH0A NATSE2E Use Central NAT Table2 &80l H2& HOIES MestH

HEFLICH

NAT ID| Original Address Drlglnal Port] Translated Address [Translated Port

2@ homenetwork @ SMTP NAT IP
[ 2 o 10.10.10.0/24 80 ® HELLOD 80

@ SMTP MAT IP
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3. UTM Proxy =4
UTM JISS0| 20 8 D220 4% o0}, I2E2 ¥ IE U SHS AL 0},

Edit UTM Proxy Options default |~ [LER=]

I

Mame default

Comments all default services 20/233

Protocol Port Mapping

HTTP ©) Any @ Specify 80

SMTP © Any @ Specify 25

POP3 O Any @ Specify 110
IMAP ) Any @ Specify 143
FTP © Any @ Specify 21

NNTP ) Any @ Specify 119
MAPI 135

DNS 53

M @ Any

Common Options
Comfort Clients =]

Block Oversized File/Email =]

Web Options
Enable Chunked Bypass [

Add Fortinet Bar [

Email Options
Allow Fragmented Messages [

Append Signature (SMTP) ]

| Apply |

- UTM Prosy & &3& 3t™H -

Comfort Clients ZTEA JIBS] AV J|s0| =8 & &2 Fortigatefl M WL S
HIHZ oD AMole SOt gl I L2l B AMEXe
k219l DelayS A0 A & £ USLICH 20 AFZ XL
HANOZ MY M&0| MDD JACt=E 218 L F==
SHELIC

Block Oversized File/Email AX™E AN g OlAS TLOILE Emaildll CHEHO XFEHS &HLICE.

HTTPS

"Chunked Bypass"'2 AI29 2 &i&stC}

Enable Chunked Bypass of
4112 HAHLSESS EY & AHeE sEC=Z

T
_|
_|
o)
10 Jz g
[=o X
> ro
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MAE chunks 2 EUJIE Al Al

MOl QLA CHS SEHE ot A 5SSttt SHLZ MHE
ZEI == Http request Ol THEE =J| SE0I O WE Cle HS
o|0IBkI| M2 2HMOF ECH 012HS B2 JIEHWA =
ZEH=OF 8 T2 0] ©J] Hol= ProxyWl Al 2= &l X

gelte s 20lettt

Add Fortinet Bar FortigateE =otd & HIOIXIO &= & WHOICH HIOIK LEZE
FZ:RTINET, 1 < o
abCH| Fortinet Top BarE Al &LICH
Fortinet Top Bar= FortigateZ Q&2 &2 A2 XHUIAH AFS X
Ol CHoll Otel BB ES 20 SLICH
* Application MO <8t

* Endpoint MO Al

- 8BRSt

= OIEE AFEXS ID(Z2O0F2 JF
= SSL VPN &HEf & &4 D]

ar

Allow Fragmented Messages IHE HLoILt =2 Y2 ASEE 22 HEY AHOIO
AHDEIHELN B0t AEELICH OHE MY EJIE
Hol= &2 Allow Fragmented MessagesE AFE26H0 &
YD 2L HYsS M Xt CHE Z HYAB0A 2H4E
= UEE FZELIC

Append Signature(SMTP) Ol MHE=S =01 ELICH

4. SSL Inspection

gSot TI0 A= SSL EcHE SAMU MEE CISAH X ZEE &3 LILL

- Page 53 -



AFEX O 7+& FortiOS 5.0

Edit Deep Inspection Options default |~ [LER=]
Name default
Comments all default services 20/255

SSL Inspection Options
CA Certificate Fortinet_CA_SSLProxy [ ]
Inspect All Paorts e

HTTPS 443
SMTPS 465
POP35 995
IMAPS 993
FTPS 990

Common Options
Allow Invalid S5L Certificates [

| Apply |
— SSL Inspection Z 210}

e

o

2
|

CA Certificate SSL EciZ s AAGH)| |l Alese s 2Lt
Allow Invalid SSL Certificates REoHA 22 BSAH2 HE HRE &FELICH

5. 22 A (Local In Policy)
SNMP, VPN, Dynamic2tR & & FortigateAIAEI0] & E S4IS ot= EcE 0l CHst HZHLICH.
HMO| M2 E)llsold 279 =& W80t 48 Jis S,
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Local In Policies

Read-Only Local In Policies

Application Source Interface/Zone | Service (Port)

» System (2)

Central Management (FortiManager)  TCP internal 541 v Accept |E

Central Management (FortiManager)  TCP wanl 541 v Accept
» Metworking & Routing (7)

BFD (]l any 3784 v Accept
DHCP/DHCP Relay UDP any 67-08 v Accept
IGMP IGMP any All v Accept
0OSPF O5PF any All v Accept

PIM PIM any All v Accept -

['Enable Logging for Denied Traffic

Enable Logging for Allowed Traffic

[[]Enable Logging for Local Out Traffic

| Apply |

-2Z 3% 3tH -

_I*"
tol

6. YEIIHAE A= (Multicast Policy)
4l Has MFELICH VRRPS 20| YEIHAEES 0|25t EHTO|
N

HEIMAED} ISt <8t HHZ
FortigateE XILIDJIOF & B3R &&Z &LIC

7. & 2L|E{(Policy Monitor)

Active Sessions, Bytes, Packets & AIE2&0| X2 o AEZE B SLICH
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Ml (Firewall Objects)

—
giole AMES MAGH)| RHME IPF=A, MUIAZE, AHE S 2 L™ 24XI0t
Oldet HiS2 MY, HY, AHote S L0tsLICH
1. =2 (Address)
2ot UM AMEE IPFAE 22| ELICH =4 02 g4l N3 Lt

1-1. =2(Address)
= Subnet ANBY oz ESE = A0l PFA EAS LIEFYLICH

New Address

Category @ Address ) IPvS Address () Multicast Address

Name TEST-IP

Color £ [Change]

Type Subnet -

Subnet / IP Range 192.168.10.100/32

Interface Any -

Show in Address List

Comments Write a comment... 0/255

| OK [ Cancel (

= |P Range AEY Sz EH & £ e IPHRAE NEELIC

New Address

Category

Name

Color

Type

Subnet / IP Range
Interface

Show in Address List

Comments

@ Address () IPvi Address
TEST-IP

(£ [Change]

IF Range
192,168.1.100-192,168.1.200|
Ay

Write a comment...

| OK | | Cancel |

(70 Multicast Address

0/255
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= FQDN ZMQ 0182 =42 AIEote SAYLILH olE SMeIS A IPFLA
JPHALNHE ASHoZ MO H28l= HEO0 UASLILH
Category @ Address i) IPvS Address ) Multicast Address
MName TEST-IP
Color f1 [Change]
Type FQON -
FQDN www.fortinet.com
Interface Any -
Show in Address List
Comments Write a comment... 0/253
| 0K [ Cancel |

= Geography =J)IE 2 Y& IPUHES XA ArEEHLICH

New Address

Category @ Address i) IPvS Address ) Multicast Address
Name TEST-IP
Color = [Change]
Type Geography -
Country Reunion -
Interface Any -
Show in Address List
Comments Write a comment... 0/255

| 0K [ Cancel |
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=
AE3 Grouplz FEUHA AIE & = USLIC

New Address Group

Group Name TEST-Group
Comments Write 3 comment... 0/255
Color [Change]

Show in Address List

Members: £ 1.1.1.1/32
(5] 100.100.100.0/24
£5] 192.168.40.0/24

i Hackers.com

HHE|H| =

| 0K | Cancel |

2. AHIA(Service)

1 AHIA(Service)
otel M AN AIEE MHIAE
FIHo=zZ MSXHIF MM &
otLESl A0 oS ZE HRAE
?IE 1~655352 & &St Destinatio

I'JOE'\’

£ 22| UL %0l A Z2E=s ZES2 0lcl 20 =& U
o

S

= & UASLICH. 2& Source Port= HE8H| MEH S
P

ot EFYRZ &E S LICH
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New Service

Name TCP-1111
Comments Write 3 comment... 0/253
Color = [Change]
Show in Service List
Category Uncategorized E|
Protocol Type TCP/UDP/SCTP E|
IP/FQDN
Destination Port Source Port @
Low Hiah Low High
Protocol TCP [~] 1111 SEEEE 1 - 65535
f OK [ Cancel |
- NHIA 2F 3HH -
2-2. 1&(Group)
MHE Services2 AE2E S AE & == USLICH

New Service Group

Group Name Comas-Group

Comments Write a comment... 0/255

Color = [Change]

Members @ PPTP < ©
7 MS-50L *
@ MYSQL x
f oK (| Cancel f

3. 2 A (Schedule)

S0 HMS HEE Al2ts £HELICH g5, dald HME M4 &€ &= UASLICH

0

3—-1. Bt=(Recurring
QY U BIE C= A

—
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Edit Recurring Schedule

Name always
Color £ [Change]
Day of the Week Sunday Monday  [¥] Tuesday Wednesday Thursday Friday Saturday
Start Time Hour |00 [=] Minute |00 [=]
Stop Time Hour |00 [=] Minute |00 [=]
Motes: If the stop time is set earlier than the start time, the stop time will be during the next day. If the start time is equal
to the stop time, the schedule will run for 24 hours.
| OK || Cancel |
- s ANE 43 gt -
A, AMEAIZE 2AI2F S NECHH AHES &8 &LICH
3-2. 23|(One-Time)
Ao & EMLE Al2H J12HS Hof & Bt RE = &fLIC.
Edit One-time Schedule
Name
Color g [Change]
Year Month Day Hour Minute
Start 2013 [~] 01 [+] 01 [+] oo [+] oo [+]
Stop 2013 [~] 12 [+] 31 [+] 23 [+ 55 [=|
MNotes: Start time should be earlier than stop time.
| OK || Cancel |
- 23 AHE LE FH -
=
3-3. 1 &(Group)
MAE AHE BHHESS 08E2Z SOHA AIE & 2 USLICH
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New Schedule Group

Group Name Schedule-Group

Color &) [Change]
Available Schedules:

Members:
1¥ears_one-time

-A9E 08 28 st -

4. E2NT HI0|H(Traffic Shaper)

FortigateAlAEI2 M Z D|gtez EciEo (S =Z
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Edit Shared Traffic Shaper

Name guarantee-100kbps
apply Shaper @ Per Policy
1 For All Policies Using This Shaper
Traffic Priority High [
[¥|Maximum Bandwidth 1048576 (1-16776000 kbit/s)
[¥] Guaranteed Bandwidth 100 (1-16776000 kbit/s)
[[DscP 000000 (000000 -111111)
[ OK [ Cancel f

Apply Shaper HOolHe NEEEHE Z& LI
Per Policy MZE M GHLIIACH P HBHOI 28 ELICH
For All Polices Using This Shaper N JHs DEI LAHUAS 2RSS 28E
LIC}.
Traffic Priority DTZ2eo M= E & H&LIC
Maximum Bandwidth Ecid gt= S&ELICH At 0l&2 EciEOl S2X

Guaranteed Bandwidth

5. Jtak IP(Virtual IP)
OIPSH LIS AFEIPE 1112 LS ZTEZS XS 510 ASHA LIS A2 &
S5 sLICH

5-1. Jt&HP(Virtual IP)

= 1:1 NAT QIF SQIPt LHE ALEIPE 1112 &S ot 2
LICH.

rn
"
m
i
i
10
0a
il
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MName Virtual-1P
Comments Write a comment... 0/255
Color = [Change]
External Interface wani [=]
Type Static NAT
[7] Source Address Filter (.0, XXX, XKV, XXXV
External IP Address/Range  173.1232.123.100 -
Mapped IP Address/Range  192.188.1.100 -
[] Port Forwarding
f OK { | Cancel |
External Interface QIF ZBolPJt & & CIEHOoIA LI
Source Address Filter 3 22X POl tHoll A NATX 2l E & LICH
External IP Address/Range HE e 22 SQIPE 8&&ELICH
Mapped IP Address/Range HEE LHE AIEIPE &FELICH
» ZTELQL 2F ZCP2 LHE AHEIPE OHEot) &8 & ZELH ZR Y &Lt ot
Ltol SOIIPOI CHOHO Ct==2| ZEXL Y MK MAH0| Jts8&fLICh
r ]
Mame Virtual-IP
Comments Write a comment... 0/255
Color = [Change]
External Interface wani [+]
Type Static NAT
[T1Scource Address Filter (2.0, KILX.X, XKX-Y YV, XXXY)
External IP Address/Range  173.1232.123.100 -
Mapped IP Address/Range 192.188.1.100 -
Port Forwarding
Pratocol @ TCP @ UDP @ SCTP
External Service Port 3308
Map to Port 3380 _
f OK { | Cancel |
External Service Port HEe e TES S&FELICH
Map to Port HEs e ZEE &F&LICH
-2. VIP 2&(VIP Group)
MEE VIPAMES 822 SUHM AL & == USLICH
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Group Name:  yIP-Group

Comments: Write a comment... 0/255

Color: 5 [Change]

Interface:

wanl E|

Available VIPs:

© @
Members:

VIP_TEST

| OK || Cancel |

-VIP A8 €8 3% -

5-3. IP £(IP Pool)
EHEOI NATE O U [ HA Z= IPY &t

NMNX & A
=c = T

o

= One—to—-One

Edit Dynamic IP Pool

Name IPPool
Comments Write a comment... 0/255
Type @ One-to-One ) Overload ) Fixed Port Range
External IP Range/Subnet 111.111.111.111-111,
ARP Reply

| OK 1 Cancel |

VIPS| NATHIOI=S & 106t aHE 1Pt
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= QOverload
Edit Dynamic IP Pool
Name IPPool
Comments Write 3 comment... 0/255
Type ) One-to-One @ Overload ) Fixed Port Range
External IP Range/Subnet 111.111.111.111-111,
ARP Reply
| OK || Cancel |
JI2& 0l IP_Pool UHALICH ELXNF=A01 483 Y2 IPZ HEGHH IPE HE & LICH

= Fixed Port Range

Edit Dynamic IP Pool

Name IPPool
Comments Write a comment... 0/255
Type © One-to-One © Overload |4 éFixed Port Range
External IP Range/Subnet 111.111.111.111-111,
Internal IP Range/Subnet 0.0.0.0-0.0.0.0
ARP Reply
| OK (| Cancel [
HEE U2 =2 8292 s2l=40 45 I IPIH HEoHH HEELICH R =4

2l 229 =4 = Deny Ml €LICH

6. £ol=4HLoad Balance)
Fortigate Al A B2 Layer 4A 21 X2 J| =0 SLB(Server Load Balancing)E 3?8 & = USLICH

. Jtak A (Virtual Server)
MRXPOHHI MEIA & DAt MHE 23 &LICH X AFSXS2 JIMAHS IPE B2 AME
LIC}.

o
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Name

Color

Type

Interface

Virtual Server IP
Virtual Server Port
Load Balance Method
Persistence

HTTP Multiplexing

S5L COffloading
Certificate
Health Check

testel

& [Change]
HTTP [+]
port2
4.4.4.4

g0

[=]

Round Robin

=]
[=]

MNone

[7] Multiplex HTTP requests/responses over a single TCP connection

Preserve Client IP
Client <-> FortiGate
Fortinet_CA_SSLProxy

Available Selected
---- TCP Monitor —-- &) [ TCP Monitor -—
kik _ ---- HTTP Monitor ----
---- HTTP Monitor ---- ---- Ping Monitor ----
hcm-test _ @
---- Ping Monitor ----
Comments Write 3 comment... 0/255
| Return |
- Jtat A &8 StH -
Interface otat MHQIPO Y & OIHHOIAE 8& LI
Virtual Server IP otat AH2lIPE 4& & LIC
Virtual Server Port ABLHAHA MEIA & ZEE X & LIC
Load Balance Method =Z&%¥HA 2UAZS AHEHLICH
Sourece IP Hash ELX FAE INE2Z HAE-E S eetal LIt
Round Robin ch2C ZUI(SHHA HZ0F JIHA 2I2AHZ ECHEHE EE)
gtaloz A Al g LICH
Weighted cIEAMHN EZE WeightE JIE2z Wedal §LICH
First Alive M 2IAE & FEMZ IS SO AHZ EdES 85
&rLICE.
Least RTT SILEAMBHIRI2 T2 &5 A0l IS &2 &=ANHZ Al &
LICE.
Lease Session MI&0| JHE M2 2ldAMAHe =AHZ WA SLICH
HTTP Host SAEJHTTP 52 MY ZEtst clZMHZ CHAl 52 &
2= UEEHTTP OIHE 22X ot eedal LI
Persistence SAEQ CIEAHRAS HES II*AI?IJI st 48 = &LIC
Health Check Fortigate Al AEI0| 2l HH 2] AEHE &0l 61D| st et S S HEHL

Ct.
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6-2. 2l2 AtH(Real Server)

AN AEIAS

g clZ2MBE &8 LI

Edit Real Server

Virtual Server tester ™
IP Address 7.7.7.7

Port a0

Weight 1

Max Connections g

HTTP Host
Mode Active E|
| Return |
-clg MH &3 3™ -
Virtual Server Asg Jtak NHE & 38 LICH
IP Address el2MH IP=AE &S LICH
Port cI2AMHII AMEHIA & TEE &F LI
Weight M2 JISXE &8 &LIC
Mode cIEAH SSAEHE EFESLICH

"M | 1P Adress | port | Weight | Max Comnections | Mode |

w Teste_VP1

0 1.1.1.1 80 /A 0 Active

w testel

[ FT AT 80 M/ A 0 Active

[ g.8.3.8 80 /A 0 Active
- JtA AHS 21 MBI S &8 & 2|AE 31X -
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6-3. ZUAEH 2LIE (Health Check)
Fortigate AIABI0| 2l A H Ol &EHS 2015t PI8H HHS ATELICH

Edit Health Check Monitor

I

MName kike
Type ® TCP © PING
Interval 1p (seconds)
Timeout 2 (seconds)
Retry 3
[ Return (
o Mz M= 100 &Y pingMIAE ot 2x S SE S JICHELICH 0] At & E Al
HEtS2 6t HlS SE0| SIH 2IgMHI MHlA =25 Atz THHS ot U A2 LA &
&LICH
7. 2LIE (Monitor)
Traffic Shaper Monitor EdE MOIHI HE5= EHEN et 2LIEHE SFHYLICH
Edis L& J|Is2 2 Droptle W22 SHE &0210] JtsgL

Ct.
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o
(@
_|
=z
S
oI
1o
>
010
(=}
i
to
I
0K
@)
@
i
Wx
0%
o

1. HIOIHAA EHXI(Antivirus)
Antivirus = viruses, worms, trojans, 12l malware Ol Uioll IS 2 AF SLICH
Antivirus Scan &2 2HS AEBII| I8t signature DBE JtAI LD AU 1D DB AFOIZ0fl (et OfeH
e 20| Li+O &LICH.

l Normal DB S FortiGuard Bl M &8t AIHIESZ KIS 2 Virusg &
gt &LICt. Ol Database= Fortigate HIAM X &6t JI2
Database & LICt.

| Extended DB SMeE MBS $2 Virus 28t OtLI2t Normal DBE Z &8t LIC}.

B Extreme DB ? & DB ¥ Zoo VirushtAXl xjf shatst DBOF L &HEHLICEH. Zoo Virus
= 010] 22 M2H LM AUE VirusOlI| 20U AISEIZIL IS &
SLICH

- Fortigate®ll =E5t= AV AIJLIH DBS 220l D2t N8 DRI} 2ot & = ASLICH

1-1. € Xl 2 (Scanning Method)
OIEIHIOI Y A OIRIS 2AIDF Ol A signaturedt SHOICIB 2202 BEIGHD 0/0) CHEt XXIS of
H ELICH Fortigate Al ABI2 OF2HSl S JHR| IO 2 HIOIHAS X & & UsLCH

1-1-1. Flow—based antivirus scanning
Flow—based antivirus scanning & 2 A& IS HIHH & E6HA &1 viruses, worms, tro ans,

2l malware Off CHoll HIER A ECHE S 2 A & = U= Fortigate| IPS HIES AtE & LICH
Flow—based antivirus scanning 2 &&2 L2l 3D ZtH 10| HrE AH0| Jts Ul EP =
H2 I =240 T &2 222 Aol 2o 220 e &§XI20l LOtELICH &
ZIP It GZIP &4l M2 &XIE oK RELICH
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Figure 2: Antivirus scanning order when using flow-based scanning

File filtar

Yas Anfivirus
Fila or messaga ablad i
e e e e scandetect e Stad
e Mo infection?
o FTF, NNTP, SMTP,
Na POP3, IMAP, ar
Yas HTTP traffic.
Fass
filiamail
Filefamail a .
axcoads
o ] —-"' file/email
thrashakd Yes a
Block
Pass
Mo

Matching
altern Block
’ > | pmiom e il W
Match? Yas e Block
o Allow
Block
Filafamail
exceads _-_ Fila typa n;“::"ag
uncompsizelimit s match? - A
thrashold Yag s
Yas
‘Nu Allow
Pass
file/amail

- Flow—based antivirus scanning & =M & -

1-1-2. Proxy—based antivirus scanning order

Proxy—based antivirus scanning & = B 2 A2 HETFY/OIHIL Ml CHol THY 2 H gt =1
HEE =0l SLICH 0lF YA 20 = & H2 oY Y 2 antivirus scanning 2 ofAl 210 =
b ELICH A g 012t A2 Ofelf O 20| Scanning J1E0 ek IS XelaotH ELIC.

20l
grob Mol gioled A A HHE Al ot < O 0l& AM0] =3 =X EsLICH

Ofeh It XMel =A &H=E.

Oror fakefile.exedte MY S XUH IHE2=Z CAIGHE 32 AIZEXUHA A HAIXIE S I
oS AtHIGHHLE 22l AIZLICH O™ 2 AL Ol0] ol HEstttn Mel atdIl 2ol ol 2
A2 &=A 2l virus scan, grayware, heuristics, and file type scans 2| R&= ==& otk ZSLICH
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Figure 1: Antivirus scanning order when using the normal, extended, or extreme database
File
e bufored | l— Start
FTF, NNTP, SMTP,
POP3, IMAP, or
¢ HTTP traffic.
e Owsies _Pus
ovarsizad ’— "
No treshold Yos action
Block
Fila Matching Hodk File Yen Matching
FAE i e — e aflom  e— Ei0CK
Match? Yes ) s faemel Vtch? ———( femts Block Lo
No Allow Mo Allow
l Yes
Filafemail File/email AT
axceads exceeds scan
uncompsizalimit Ncl_»— uncompnaslimit No m:::;‘s
threshold threshold?
Yos Mo
Yos
Y Block
Matching Fila type Matching
Pass File typa _— file — POSt s i fila typa
flolomsi o maich? Yee pot- iy Black Ll No matetf? Yes action
f I Alow f I Allow

1-2. HI0I2A A & Xl &4 3H(Enable antivirus scanning)
Fortigate Al A &1 9] urma* e X | JlSS AIB5ID| SIGhAlS e D 20l 4F &HLICH

1. UTM Security Profiles > AntiVirus > Profile. & 0l = &LILCtH.
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Firewall Objects

UTM Security Profiles

—

Edit AntiVirus Profile

Inspection Mode @ Proxy ) Flow-based

Inspect Suspicious Files with FortiGuard Analytics

=4 Antivirus Web
IR o1 ofile HTTP
&% Web Filter Email
Application Control SMTP
#-(J) Intrusion Protection
@% Email Filter S
-2 Data Leak Prevention IMAD
MAPI [
File Transfer
FTP
M
1CQ, Yahoo, MSN Messenger
VPN
User & Device | Apply
WiFi Controller
Log & Report
2. J|2 HE82 Default Profile &LIC}H.
MZ& Virus Profile & BFSJ1Lt JIE Anti Virus Profiles B & & = J&LIL
3. Inspection Mode 2t Z Al St10Xt ot ZZ2E2S A & LICH

System

Edit AntiVirus Profile

Policy Inspection Mode @ Proxy @) Flow-based
Firewall Objects Inspect Suspicious Files with FortiGuard Analytics
i El"ﬁ AntiVirus Web
e Profile HTTP ,
¥ Web Filter Email c
Application Control SMTP
#-[J) Intrusion Protection
@% Email Filter £
[ Data Leak Prevention IMAD:
MAPI O
File Transfer
FTP
™M
1CQ, Yahoo, MSN Messenger 7
VPN
User & Device | Apply
WiFi Controller
Log & Report
4, OKE & gLICH
5. Policy > Policy > Policy OlA AntiVirusE & & B3 MS MM T= HE
6. UTM Security Profiles JIS0lAM AntiVirus JISs2 4356t0 Z20YE HEE
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UTM Security Profiles

@ aAntivirus default d
_9FF . Web Filter default b
97 Application Control default hd
OEED TIPS default -
_9°F _ Email Filter default =
. 9fF  DLP Sensor default -
JOFE L VoIP default =
OFF_J/ ICAP default -
UTM Proxy Options default -|&
_9FF _ SSL Inspection default =

[ Traffic Shaping

Tags
Applied tags
Add tag
Comments )
Write a comment... 0/1023
| 0K | Cancel |

7. OKE &= gfLICh.

[

= ST 5.0 GA Patch 1 (Build 0147) B & 0l = Display Options on GUI > Multiple
UTM Profiles JlssS 43S olioF A7 MA0| JIsELICH ClLI= B2 M4 Jis
MZ MAHS Profile2 BotAE M 2 2! 0flAl HAHO| JtsEHLICH

__TAction | T uTMProfile | v log| TNAT|

@ DENY 7] 54 P

 ACCEPT e

AntiVirus Proflle
Email Filter Profile
Web Filter Profile
Application List
IPS Sensor

DLP Sensor

VOIP Profile
ICAP Profile

AV-flow
[V default
test

Insert Policy »

Status »
<& Cut Policy
Copy Policy

[& Edit
il Delete
47 Insert Section

& Claar Canntare

HIH AIO|X &3
9t AntiVirusel DB EFI D} & Xl Buffer SizeE =

1-2-1. J|2 HIOIH A DB &F It &X
ZRIRHe AUl ASD Y DA A=

2 g+ AsLICL

o}
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HIHALOI 22| = THgt2 Fortigatell 22 0tCH CHELICY.

» J|2 Hi0le{A OB B8 & BIIH ALOIE & & O
HOIA DB & 0O
config antivirus settings
set default—db extended
end

HIHAIOIZ B Ol
config antivirus service http
set uncompsizelimit 20
end

1-3. Y A2l 435
Fortigate Al AE10| Local hard disk &&= FortiAnalyzer 2 20| S0 JACHH 2

ANZ = ASLICH

= HTTP trafficOil CHoll BIOI2A 2 IS AH2| 2. (web site22H 22 & & ItY)
1. Aclotd= X 2 &8 LICH
config antivirus quarantine
set destination disk <- disk or FortiAnalyzer
set quarantine—quota 500 <- &Y &%
end
2. 839 882 HESI0A 6t= Profile 1t traffic & & &HLICH.
config antivirus profile
edit default
config http
set options scan quarantine
end

end
3. SOt GHE AntiVirus Profiles & & LIL}.

1-4. 20l & Xl(Grayware scanning)

Grayware ZZ2 12 AtES At S2 80| ZFEN X e 2ZEOE &1 ELICH

Ol= AlIAEICS SSENHE 222 £ 1 A2qMol SHOZ L AFZ0| JtsELICH
Fortigate Ol Al GraywareE2 &S HME £~ TS 5tH D antivirus scanning 1t grayware

detection J|s2 &43} oliOF &LICH

=1 =
==

= Grayware XAl 243}

config antivirus settings
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set grayware enable
end

1-5. XIs8 X& 22 XIHAPT protection)

FortiOS 5.0 0ll Al= Advanced Persistent Threat (APT) E& 5 2ol sandbox &0l M FortiGuard
27 242 &LICH 0l S50 botnet 5, phishing & 12|10 zero—day 220 UHoll £
stLICH.

Botnet 1t phishing £

Virus Profile 0l = BotnetOil CHoll =0t & &0l JtsS&LILCH
Fortigate= Botnet2 2 XI5t H& AT E XtE &LICH
2% XE LI

AntiVirus2| DataBase = & 2 & C&C AIOIE & Phishing URLOI CHolt A XI5 & QI
SO O0IEE &LILt.

0| Jl=< Phishing URLO| CH&t

Edit AntiVirus Profile default + L=
Name default
Comments |scan and delete virus | 21/255
Inspection Mode () Proxy (+) Flow-based
I ¥ Block Connections to Botnet Servers I

Web

HTTP v

Email

SMTP 4

POP3 )

IMAP 4

MAPI O

File Transfer

FTP o

smB 0

M

ICQ, Yahoo, MSN Messenger 4

Apply

2.2 ZE(Web Filter)

dEH=E e AFEXIF A DEE BHE ot & AHOIE £= R 226 8 AI0IE S2
MO & LICH.
g SE S22 AME0| SOtotEA & 20 et 2UEE 0 Moot 2260 EASLICH &
ZHE0 2R 0lss s £sLICH
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B 220 20| 2= WAOIE 2202 QI5H MAH0l LOHE
B SIS (U AHIZ QI FANO ALDK K0l 4,
B NS AOIE, BIDIEIX %2 HHYL AIAE, MY P2P AHOIES TIYBRZ Ol L
Y 2s
B S0 BRGK U2 BNES S5 Y I8 BA0 B
R ARSI SEES G20 Ol B2 £ (R2C8 Sat A SO &
ot LS PHE HLE & US YHOR B WHE MSE £ UsLICH
2—-1. URL filter
2eIXts URLEZE S=0l S3 URLS =JHot0l 82 5182 ol HLE JIES & 4 USLI

2-1-1.URL 2H 2|AE M4

1. UTM Security Profiles > Web Filter > URL Filter & 0l S &HLICk
2. Create New & EHEHLILY.
—— e gh_m_
= “ﬁ

Firewall Objects

UTM Security Profiles

#-48 Antivirus 2
=% Web Filter i
* Profile |
gurericer |8
" Rating Overrides |
Application Control
0 Intrusion Protection
¥ Email Filter

VPN

User & Device

WiFi Controller

Log & Report

URL filter listE =2t & LIC}.

Create New &4 & LICH.
System E Name test
Policy é Comments \yrite a comment... 0/255 oK ‘
Firewall Objects o o © Create New D Remove All Entries

I UTM Security Profiles

A4S Antivirus
=% Web Filter
* Profile
gurLFier |
* Rating Overrides
& Application Control
&-(JJ Intrusion Protection
&%) Email Filter

-

VPN

User & Device

WiFi Controller

Log & Report

L
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Jnu

5. example: www.example*.com. 2t= URL S& & OK & EBHEHLICE.

| New URL Filter

System

Policy | URL www.example=.com

Firewall Objects Type simple [+]

| UTM Security Profiles Action  [Block []

-4 Antivirus il
=¥ Web Filter OK | Cancel
~* profile
S URL Filter
“* Rating Overrides
Application Control i
() Intrusion Protection
3 Email Filter
@2 Data Leak Prevention

VPN

User & Device

WiFi Controller

Log & Report

2—-1-2. FortiGuard Web Filter

FortiGuard Web ZEE AIE5t0 JAOIEN Ul €22 sl 2oL XHeHE = UASLICH
FortiGuard Web ZE = =& 212 WebPagelfl CHoll IIHIDCZIE Z 2 Q

Ils2 89 ol AD 2 SHLICH

1n
Qj
£ n
30
0
o
=)

= FortiGuard & ZHY &%
1. UTM Security Profiles > Web Filter > Profile 2 0| S&tLILH.
2. Inspection mode & E4&FLILC.

System Edit Web Filter Profile

Inspection Mode
[¥] FortiGuard Categories

roxy ©) Flow-based ©) DNS ¢

Policy

Firewall Objects

I UTM Security Profiles

-

¥ Show @ All >
@ Potentially Liable

+
-4 Antivirus i + @ Adult/Mature Content
=¥ Web Filter +- @Bandwidth Consuming

bl Profile +- @) Security Risk

* URL Filter +- @General Interest - Personal

= Rating Overrides +- @ General Interest - Business
Application Control *+/-@Unrated
&-(JJ Intrusion Protection : + @Local Categories |
3 @ Email Filter j 4 Quota on Categories with Monitor, Warning and Authenticate Actions
\;P; [C] Enable Safe Search

User & Device [T] Enable HTTPS URL Scan Only

Categories Exempt from Deep Scanning Banking [V|Health Care [¥|Personal Privacy

» Advanced Filter
Log & Report Appl

3. FortiGuard Categories MASA M3 = JtHI D8 s&=2 &

WiFi Controller

4
0
il
C
o
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System Edit Web Filter Profile

Inspection Mode oxy () Flow-based ) DNS

[¥] FortiGuard Categories
Firewall Objects —_—

¥ Show @ All -
‘@ Potentially Liable
@ Adult/Mature Content

-4 Antivirus
=% Web Filter

gooiie

+
+

+:- @Bandwidth Consuming

+ @ Security Risk

+- @General Interest - Personal
+
+

* URL Filter
* Rating Overrides @ General Interest - Business
#Eg Application Control @Unrated
®-(J Intrusion Protection | |f| + @Local Categories
&% Email Filter » Quota on Categories with Monitor, Warning and Authenticate Actions
P [7] Enable Safe Search

User & Device [7] Enable HTTPS URL Scan Only

Categories Exempt from Deep Scanning Banking [V|Health Care [¥]Personal Privacy

» Advanced Filter
Log & Report

WiFi Controller

2HI=X ZIH(Web Content Filter)
N OOl IHEIS Zatels FHOIKIZ MoE £ UASLICH

« 3 2H= Z2H 2I2E 44 MA
config webfilter content
edit 3
set name "inappropriate language'
config entries
edit offensive
set action block
set lang western
set pattern—type wildcard
set score 15
set status enable
next
edit rude
set action block
set lang western
set pattern—type wildcard
set score 5
set status enable
end
end
end

ol L #RSS M4 o

{0
0
I
=
>
0R
Ql
kJ
|
Ql
rir
|F
HU
E_I
e
2
N
e
o
fin
jo
oy
02
i
C
o
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System

Policy
Firewall Objects

I UTM Security Profiles [] Enable Safe Search

=gy ANTVITUS
[7] Enable HTTPS URL Scan Only

Categories Exempt from Deep Scanning Banking Health Care Personal Privacy

¥ Advanced Filter
[T]web URL Filter | test [~] [F]web Content Filter | =]

=¥ Web Filter
! pl Profile

" URL Filter

* Rating Overrides

Application Control [7] web Resume Download Block [7] Provide Details for Blocked HTTP 4xx and 5xx Errors
(W Intrusion Protection [7] Block Invalid URLs [7] Rate Images by URL (Blocked images will be replaced with blanks)
¥ Email Filter [V] HTTP POST Action ComfortE [] Allow Websites When a Rating Error Occurs

#-E% Data Leak Prevention [7] Remove Java Applet Filter

VPN [7] Remove ActiveX Filter [] Rate URLs by Domain and IP Address
User & Device [] Remove Cookie Filter [T] Block HTTP Redirects by Rating

WiFi Controller [7] Allow Blocked Override

k0g,8:Report: Apply |

ro
ol
Ho
x
e
fin
o
o]

Advanced FilterE 2 dt0d Web URL Filter, Web Conetnt Filter S2 &4 &}
== N& &LIC

¥ FOIALE
o e Web Filter 2| =220t M4 &Lt D ot0f Cilent 0l HE0] &= 2101 OtLIZZ CHAl S 20l

2= of === LI

Edit Policy

System

7 UTM Security Profiles
ey OFF_ AntiVirus default S
P @ web Filter default -
= UTM Proxy Options OFF . Application Control default a7
* 5SL Inspection WOEE ) IPS default ¥
- Monitor OFF_ Email Filter default =
O DLP Sensor default >
UTM Proxy Options default -8
OFF_ SSL Inspection default ¥
Firewall Objects s Traffic Shaping
UTM Security Profiles Shared Traffic Shaper guarantee-100kbps -8
VPN Shared Traffic Shaper Reverse guarantee-100kbps -
MokRDaice Direction
= [] Per-IP Traffic Shaper Click to set... Y
WikkGontzolles Comments Write a comment... /2023
Log & Report

3. (i E2I301& M0 (Application Contro)l
UBIMOZ HGH2 IPFA, ZE S HHE 0I25tH UIERT EHES MO SLICH
SHXICH EX SEET2 8o EQEES MO otelH =4 L= LEZ0E Ho{ohI|0le £5&
= ASLICH
FortiGate = 200001 Ol&C] SEEz &, LE Y Iz &Z 0| 48t Signaturedt Z& & O
USLICH.

3-1. iEcIA0l& MO &-3t

220G dAN M8 2
1. UTM Security Profiles > Application Control > Application Sensor 2 0.
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System I Edit Application Sensor Gefault jo'E

= Name
Policy default
. . C monitor all 24/255
Firewall Objects
&4 Antivirus 1 All All Al All 012mail, 0220, 1und1.Mail, [Full List] Monitor
¥ web Filter i Implicit 1 All Al All Al All Other Known Applications Monitor
=& Application Control Implicit 2 Al All Al Al All Other Unknown Applications Monitor

Hsopiication sensor e

= Application List -
@ Intrusion Protection
&% Email Filter

& Data Leak Prevention

VPN

User & Device
WiFi Controller

2. Create New

Name
Policy default
C monitor all applications 24/255
;

it AR AL [ 1 | category Popularity Technology | Risk | Application | Action ||
#4 Antivirus = 1 All Al Al All 012mail, 0220, 1und1.Mail, [Full List] Monitor
W Web Filter B Implicit 1 All All All All All Other Known Applications Monitor
=& Application Control B Implicit 2 All All All All All Other Unknown Applications Monitor

H Application Sensor H Apply |

* Application List
@) Intrusion Protection i
¥ Email Filter |
& Data Leak Prevention
VPN
User & Device
'WiFi Controller

3 H =22 I. }i;}, :I EXN 221 2H i EH | I.i [=13
3. JtHI12l & BRIt Jisotl S8 S82z 18 €2 d80] Jis 8.
System [ New Application Filter
a ensor Type @ Filter Base © specify Applications
Boliov Sensor Ty Filter Based Specify Applicati
Firewall Objects Filter Options]
b Category Popularity Technology
4 Antivirus [/] Botnet [¥]Email [¥]File.Sharing = [v]Browser-Based [v]Botnet
©% web Filter [7]Game [7]General.Interest  [7]IM [¥] Client-Server [7] Excessive-Bandwidth
=& Application Control Industrial Medi Network.Servi Network-Protocol N
[¥] Industrial [v|Media 7| Network.Service etwork-Protoco v|None

Ml Application Sensor = =@ =

* Application List @P2p [v]Proxy [V]Remote.Access Peer-to-Peer
(JJ Intrusion Protection [7] Social.Networking  [7] Special [¥] Storage.Backup
9 Email Filter [ Update @ VoIP [7] Web.Others

Data Leak Prevention

4. (st SESZZ2 0 et s&= 2 gLt

System | New Application Filter
Patlcy @ 2ch Social.Networking Browser-Based i d
& 2ch_Post Social.Networking Browser-Based Ridngnd
Firewall Objects haead Storage.Backup Browser-Based Piasing
UTM Security Profiles 2shared_Download.File File.Sharing Browser-Based Padnand Excessive-Bandwidth
@48 Antivirus 2shared_Upload.File File.Sharing Browser-Based o Excessive-Bandwidth
B wes toer 3PC Special Network-Protocol @
E 4 4Tube Media Browser-Based Pigiasond Excessive-Bandwidth
&g Application Control - -
= 4 4shared File.Sharing Browser-Based g Excessive-Bandwidth
i Application Sensor 3 =
» 4, 4shared_Uploading File.Sharing Browser-Based Laiad Excessive-Bandwidth
* Application List
@ B & 6cn Media Browser-Based Pebedatd Excessive-Bandwidth
& - Y
IniztsionBratection 9PFS Special Network-Protocol oy
&-F Email Filter
@& Data Leak Prevention
VPN ‘ 41 /174 » M [ Total: 2430 ]
User & Device Action
WiFi Controller
Log & Report oK Cancel

5. OK d &gl

HOrE MO A SHE Application Sensor & &2 &LICH.
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System | Edit Policy

OFF Vil -
&& policy _OFE_ AntiVirus default

* UTM Proxy Options @ Application Control default -
" SSL Inspection COEEL IPS default >
&= Monitor OFF_ Email Filter default 2
OFf _ DLP Sensor default =
_OFF _ SSL Inspection default D

Traffic Shaping

EleewalhObieds [¥] Shared Traffic Shaper quarantee-100kbps -3

Ui Seauityboliles ] Shared Traffic Shaper Reverse guarantee-100kbps )

VPN Direction

User & Device [] Per-1P Traffic Shaper Click to'set:., =

'WiFi Controller Comments Write a comment... 0/1023
Log & Report OK | Cancel |

4.8 YT (Intrusion Protection)

Fortigate Al AE! 2| Intrusion Protection 2 signature 2F anomaly detection=2 Xl &5tH, &2
NAAZE Y 6 HHSEE I LD ASLICH

= |PS WA MY 2
1. UTM Security Profiles > Intrusion Protection > IPS Sensor & 0|&.

Edit IPS Sensor

System
Name
Policy Eﬂefault
N N Comments prevent critical attacks 24/255
Firewall Objects

UTM S Ty Profit @ Create New [ Edit i Delste 5] Inse & - To__Q vie
i |_® o] Severity _[Target/0s|Action | Packet Logging
B4 Antivirus [[1 1 medium, high, critical  all  all Default (%) 2Wire.Wireless.Router.XSRF.Password.Reset, 3Co

¥ web Filter

@ Application Control
=) Intrusion Protection
105 sensor

R (-1} Signatures
-} Email Filter
#-E2 Data Leak Prevention

Apply |

VPN

User & Device

WiFi Controller

Log & Report

2. Create New &4 &HL|LCH
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System Edit IPS Sensor

Name default

Comments prevent critical attacks 24/255

ot @hoveTo Q ve
Packet Logging
[ 1 medium, high, critical all all Default (%) 2Wire.Wireless.Router.XSRF.Password.Reset, 3Col

Apply |

Policy

Firewall Objects

Edit Delete &3]
ity P
UTM Security Profiles | E

@ ’8 AntiVirus

#-¥ Web Filter

@ Application Control
=+ Intrusion Protection
jl 1PS Sensor

* IPS Signatures
E] Email Filter

Data Leak Prevention

3. Filter option HIA | &

|
n
1
A
m
N
O
w
N
x
0x
A=
ofr
19
-
o

T | New IPS Filter
Policy | sensor Type @ Filter Based ) Specify Signatures
Firewall Objects [Filter Options]

| UTM Security Profiles Severity ¥ Targe
A4 AntiVirus wammn Critical [¥] client BSD

& ¥ Web Filter
Application Control

== high server Linux

i £ 2 medium MacOS
& UJ Intrusion Protection @
A (oS Sensor i low [7] Other
~* IPS Signatures info [¥] Solaris
&} Email Filter [7] Windows

4 Data Leak Prevention

Sston | om.Intelligent.Management.Center.Information.Disclosure PS it server
Policy 3Com.OfficeConnect.ADSL.Wireless.Firewall.Router.DoS medium server
Firewall Objects 3D.Life.Player.WebPlayer.ActiveX.Control.Buffer.Overflow high client
3ivx.MPEGA4.File.Processing.Buffer.Overflow high client
4D.WebStar.FTP.Command.Buffer.Overflow =sms high server
®45 Antivirus 4D.WebStar.Tomcat.Plugin.Remote.Buffer.Overflow medium server
W web Filter 7T.IGSS.0DBC.Server.Memory.Corruption medium server
Application Control 7T.Interactive.Graphical.SCADA.File.Operations.Buffer.Overflow ssss high server
=-JJ Intrusion Protection 7Technologies.IGSS.SCADA.System.Directory.Traversal medium server
Wl 1PS Sensor 427BB.Cookie.Based.Authentication.Bypass medium server
* IPS Signatures
&% Email Filter f
Data Leak Prevention || || {41 /426 » M [ Total: 5960 ]
VPN Action () signature Defaults |
User & Device
[”] Packet Logging
WiFi Controller
Log & Report Cancel |

5. OK & & g LICH

Ja

=4}
S o

%
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HOIE MM S IPS Sensor € &2 &LICY.

T Edit Policy
UTM Security Profiles
policy OFF_ AntiVirus default ¥
F OFF_ Web Filter default -
* UTM Proxy Options OFF _ Application Control default -
. * sSL Inspection @D 1rs default -
&-& Monitor _OFF_ Email Filter default >
OFf . DLP Sensor default =
OFF _ SSL Inspection default ¥
[¥] Traffic Shaping
Firewall Objects , Shared Traffic Shaper guarantee-100kbps -8
UTM Security Profiles i Shared Traffic Shaper Reverse guarantee-100kbps -8
VPN Direction
e [] Per-IP Traffic Shaper Click to set... >
—— Comments Write a comment... Or1023
Log & Report | OK | Cancel
5. 0l &l (Email Filter)
22| K= Email Filter £ ALE0tH Emailel BIAIXIN &0 L= Y SO et 2HE S &

= AsLICH

» Ol Z2H Z2MY M4 2y

1. UTM Security Profiles > Email Filter > Profile £ 0| s.

Edit Email Filter Profile

System
N Name default
Policy "
Comments malware and phishing URL filtering 280233
~ Firewall Objects Inspection Mode @ Proxy © Flow-based
UTM Security Profiles
@ 43 AntiVirus ["]Enable Spam Detection and Filtering

W web Filter
& Application Control
(JJ Intrusion Protection
=¥ Email Filter

i Profile

* Email List
[ Data Leak Prevention

VPN

User & Device

WiFi Controller

Log & Report

il
0x

2. Enable Spam Detection and Filtering
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System Edit Email Filter Profile
Policy Name default /
Comments malware and phishing URL filtering 34/255
isesvalhObiects Inspection Mode @ Proxy © Flow-based
R—
4 AntiVirus | | []Enable Spam Detection and Filtering | @

& Web Filter
B Application Control
#-(JJ Intrusion Protection
=% Email Filter

gorovie

* Email List

Apply |

Data Leak Prevention

VPN

User & Device

WiFi Controller

Log & Report

0]
)il
00
er
kJ
Paal
Ol

3. Spam Filter JIs t= Protocol Ol CHoll &4 3t &LICH.

Edit Email Filter Profile

Name

default

Comments malware and phishing URL filtering 34/255

Inspection Mode @© Proxy ) Flow-based

[¥] Enable Spam Detection and Filtering

T e T e e
Spam Action Tagged Tagged Discard [+]

Tag Location S'Lip'jrect El Subject El Subject u«’]

Tag Format Spam Spam

» FortiGuard Spam Filtering

» Local Spam Filtering

4. FortiGuard Spam 2t0l & AJF [/ B R FortiGuard Spam Filtering M3 = Filtering ot 12
Xt 6t= option=2 A= & LICH

Edit Email Filter Profile
Name

default

Comments malware and phishing URL filtering 24255
Inspection Mode © Proxy ©) Flow-based

Enable Spam Detection and Filtering

I T R R
Spam Action Tagged Tagged Discard [+]
Tag Location Subject [+] Subject [+ Subject [~]
Tag Format Spam Spam Spam
¥ FortiGuard Spam Filtering
[[]1P Address Check [CJURL Check [T Detect Phishing URLs in Email
7] E-mail Checksum Check [7] Spam Submission

» Local Spam Filtering

Apply

5. 259 Ol AT QTHH Local Spam JIs2 2 AFE0| JbsELICH

=
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[ Edit Email Filter Profile

Name default
Comments malware and phishing URL filtering 3233
Inspection Mode @ Proxy ) Flow-based

Enable Spam Detection and Filtering

Spam Action Tagged Tagged
Tag Location |subject  [+] Subject [+]
Tag Format Spam Spam

P FortiGuard Spam Filtering

¥ Local Spam Filtering
[F]HELO DNS Lookup [F1BWL Check |- None — |+

[]Return E-mail DNS Check

|0
H

6. FortiGate Local 2Is2 2 0|2 Al Email, IP =4= GUI &t & A0| Jt= oKl gt
FLICF.

Bword € £& otJ| fIdiM= CLIZ Jis& LI

7. UTM Security Profiles > Email Filter > Email list 2 0lS £ Create New & EH.

Name test

System
Policy Comments \rite 3 comment... 0/255 ( oK |
Firewall Objects © Create New 9 Remove All Entries

: Profile >
#- ¥ Web Filter
& \i Application Control
® W) Intrusion Protection
=83 Email Filter

- Profile

- Emaﬂ List ‘

&y Data Leak Prevention I
-5 Monitor
VPN

User & Device

WiFi Controller

8. Local DB IP &2
——

Policy Type

©) Email Address

Firewall Objects Email Address

Pattern Type | wildcard =l
-4 Antivirus Action Mark as Spam [+]
% Web Filter Enable
®-E3 Application Control = [ — :

&-(J) Intrusion Protection
&%) Email Filter

- * Profile
®Z Data Leak Prevention |

VPN

User & Device

WiFi Controller

Log & Report
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9. Local DB Email &9

New Email Item

Type ©) IP/Netmask © Email Address

System

Policy
Firewall Objects

Email Address

UTM Security Profiles Pattern Type | Wildcard E]
®-4 Antivirus S Mark as Spam [+]
Enable
W Wweb Filter
#Ea Application Control OK I Cancel

&-(J) Intrusion Protection
=¥ Email Filter

- Profile |

-ETT

®-iF Data Leak Prevention

VPN

User & Device

WiFi Controller

Log & Report

9. OK &,

Edit Policy

=) ug Policy OFF_ AntiVirus default ¥
. g OFF_ Web Filter default -
* UTM Proxy Options _OfE_ Application Control default >
* SSL Inspection QOEE IPS default ¥
& & Monitor @ Email Filter default ~
_OFF_ DLP Sensor default >
UTM Proxy Options default -8
_O9FF_ SSL Inspection default N

Firewall Objects . "
[] Traffic Shaping

UTM Security Profiles
Tags

o Applied tags

User & Device Add tag

WiFi Controller Comments Write a comment... 0/1023,

1o0a & Renort
6.8 2R &YXl (Data Leak Prevention)
Data Leak Prevention 2 UIER 3 LHOIA 212t CIOIE O CHet K== 2 X &LICH.
22l Xe ForitgateOfl A, IE 3|, EHEE, IsSA2SS Sofl 2HE 4ot

o
= ’
SOHEMU NG MAHE HES == UsLICL

= DLP MA MA 2y
1. UTM Security Profiles > Data Leak Prevention > Sensor £ 0|ls.
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System

Edit Sensor

Policy

Name: default

Firewall Objects

&4 AntiVirus
W Wweb Filter
&g Application Control
&-(JJ) Intrusion Protection
& Email Filter
=& Data Leak Prevention
bl sensor
* File Filter

Loy

VPN

UTM Security Profiles

Comment:  summary archive email and web

traffic

@ Create New

-

T T R T TR

File Type Block SMTP, POP3, IMAP, HTTP, NNTP

[ Apply |

User & Device

WiFi Controller

Log & Report

2. Create New E /g

GtOd FileOll CHol &2l

w

System

Sensor

Policy

Name:

Firewall Objects

-4 Antivirus

¥ Web Filter

) Application Control
&-(J) Intrusion Protection
] Email Filter

pl Sensor
* File Filter

UTM Security Profiles

Data Leak Prevention

default

Comment:  summary archive email and web

traffic

() Create New

Services
SMTP, POP3, IMAP, HTTP, NNTP

File Type Block

| Apply |

User & Device

WiFi Controller

Log & Report

SIS

3. FileOfl CH

=2 EI

Ao = Apply E 28 §LILC.

Edit Sensor

&4 Antivirus

&-¥ Web Filter
Application Control

2] U) Intrusion Protection
¥ Email Filter

Data Leak Prevention

pl Sensor
* File Filter

VPN

System
Policy é
= Name: default
Firewall Objects = =
) Comment:  summary archive email and web

I UTM Security Profiles

traffic

@ Create New

TYDE Action

1 File Type Block SMTP, POP3, IMAP, HTTP, NNTP
2 File Size >= 10240 kB Log Only SMTP, POP3, IMAP, HTTP, NNTP
3 File Type Log Only SMTP, POP3, IMAP, HTTP, NNTP
4 Containing Credit Card Block SMTP, POP3, IMAP, HTTP, FTP, ...

Apply

User & Device

WiFi Controller

Log & Report

6. OK & &1,
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Edit Policy

Policy OFF_ AntiVirus default 7
. OFF_ Web Filter default >
* UTM Proxy Options OFF . Application Control default o
* SSL Inspection QOEE) IPS default ¥
& (& Monitor @™ Email Filter default ~
_OFF _ DLP Sensor default >
UTM Proxy Options default -8
_OFF_ SSL Inspection default A

Firewall Objects

[7] Traffic Shaping

UTM Security Profiles
Tags
VBN Applied tags
User & Device Add tag
WiFi Controller Comments Write a comment... 0/1023

1oa & Renort
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6.0t&FAMS 2

Fortigate Al ABI2 VPNI|sS XIRELICH VPNI S22 2F2US 0|20t0d 201 |IXIS AHE
HE<R 2t S&2 JtsotH LI S22 080 20 EcHEN e dS32% 2SS
£l B0t/ O 2 2 ESE & LIt Fortigate Al AN A X 26t= VPNEA 2 |Psec 1 SSL
gtalg KI&EHLICH
/\“- e |
Sa
f;{/\\wg \ -,
% (::"E e ’0.‘;
§ g R %‘%(,;/ 3 Internet
<IPsec VPN> <Client IPsec> <SSL VPN>
1. IPsec
JI& 20| AFE2 &= VPN &892 |P Security Protocol2 0l26t0 VPNS & &HLICH &d| O
|, ZHl O S2H0IHE 2+ EcHZI0 ot 2SsH2E A AL 21=0| Jts8HLIC.
Fortigate= Policy Base mode 2 Interface mode &4l 2 VPNS A E £ JUSLICH
1-1. Policy base mode
= Phasel &3
IKE Phase20lAl SAZH S&HS2 HNGHH A4S = UEE 2ot L2 MAELICH A&2AQI
HIOIEHE E&dl= A0l OtLlet IKE Phase20llAl AFZ2E HIAIXISS 0 Aoz B8
AOIXE HSHSHLICEH O] HHOIA M= SAE IKE SA2HD SHLICH
Main Mode CHS 39 HIAIKIS WEto M 78 & LIC
1st Pair M IKESA EESS AISE 210X §4A2 &L & 20|
21D Xols 20elE5S MUZHAH 22t 02 =48t
AHCHEI0l O S0IAM R2I0F X Rots €eEC=2 2etd A2
o:l/ékg ol-L' [:l.
2dn Pair UM HAIKNHMN 2EE AFE 2 HHE 2 2 Diffie-Helman 3|
WE AN 2ol S| 2= WEECZ M OFAE IIE
A F3I1] Phase20l A AIE S HIAIRIS] LSS0 A2 E JIE
OFMBHAH W &HetLIC.
3rd Pair S UM HAXIHAN 2 AMES HHE 22 Diffie-Helman 3|
WEHEEAIY Ol OIS AE M2 NESSOZMN A2 2t9 0IES
HLICH.
Aggressive Mode Main Mode 2 C} itE 2Al0let] M2+6tH & LICH 342
HIAIXIDF OFLl 3JHS| DIAIKIE WEGHNH & SHLICH 0l 2E&
A a2 & ‘RA P Session IDIt =& T Eotd =2
SOFEILICH MetMd LBt © 2 Main ModeE 2 & &HLICH.
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Edit Phase 1

Name Gateway to Gateway
Comments Write a comment... 0/255

Remote Gateway

IP Address 3.3.3.3

Local Interface wanl [v]

Mode 7 Aggressive @ Main (ID protection)
Authentication Method |preshared Key =]

Pre-shared Key

Peer Options
@ Accept any peer ID

Advanced... | (XAUTH, NAT Traversal, DPD)

Enable IPsec Interface Mode

IKE Version @102
Local Gateway IP (@ Main Interface IP Specify
P1 Proposal

1 - Encryption [3DES [¥]  Authentication [SHA1 [v]E

DH Group 1E 2@ s5E 14
Keylife 28800 (120-172800 seconds)
Local ID HQ (optional)
XAUTH @ Disahle i Enahle as Client Enable as Server
NAT Traversal [¥] Enable
Keepalive Frequency 10 (10-900 seconds)

Dead Peer Detection [v] Enable

OK | Cancel

- |Psec Phase!l && 3tH -

1. VPN > [Psec > Auto Key (IKE) > &35 Create Phasel 2& &HLILCH
2. Name0ll Phasel12| OIE2 E&LIC.

3. Remote GatewayOllA 22X HUI0l Cist 5 =4 EIYS &3 &LICH
Stiatic IP Address Remote &H|2 IPE 21 JUAS E=
Dialup User K ALIE 22 HLE Remote &HI2| IPIF =02l <
Dynamic DNS Remote &H|0l DONS &&0| TIHUS B3R =4 2=
.IP Address : HE 2 %2 MUY HUH|2 IPE EHSLIL.
. Local Interface : @& X HHIZ LItz CIHHIOIASE HEEHLILCH

. Mode : Main, Aggressive 2& & &S &LILCH

. Authentication Method : Preshared Key , RSA Signature & 1 &4
Preshared Key — Remote &H|2t S otH Keygt &
RSA Signature — RSA IS M E ALEGHH 2l

8. Advanced 28 & A& 2

9. Enable IPsec Interface Mode= & &{GHAl &2 &LICEH

10. P1 Proposal : & &3} DES,3DES,AES128,AES192,AES256 & 41

o1& MD5,SHAT,SHA256,SHA384,SHA512,Null = &1

11.DH Group : 1,2,5,14 & & &

12.Keylife : &4 120 ~ Z[CH 172800 Seconds DPXI =

13.Local ID : Remote &H|0 - HHICIX €A== 0| 8.

o) S MEst= &89t HQet PUJ Local IDOl HQ & . Remote &HI2 B4

QLUHEO HQet2 EAIZ O &L,

~N OO O b

Ol
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14, XAUTH : =0t S ISEEE R0t Eet= &aAIZICH SecurlD AFE A 1ES
MNESte 32 DEE 23

15. Nat Traversal : Packet2 NATEXIE s34 & I olHe &= L= =201 =&8& L ESP
Tunnel®l IPsec packetfl A= NATE =& & = ULt [etA
NATEXI O Z2ME M= 0l SES AFE6H0 IPsec packetOll 2= 312l
dI0OIH E F=II8tCt. Fortigate?t FortiClient= Packet2 S5 3t kI &
&3 HIOIHE MIHEHCEH

16. Keepalive Frequency : Nat Traversal 2 AtZ Al Keepalive Frequency &=

17. Dead Peer Detection : Remote &HIJF VPN Tunnel 2 ®ACHI Tunnel0l EHJ S &2

2t K SHCY.
18. Phase12] && g2 25t OKE 26t
&> 22 43 g2 Remote &H|2| IP Address, Local IDE HI2/8t &80| 2F S 610k &LIC
. Create Phase 1  ,¢ Create Phase 2 ¢ Create FortiClient VPN
| ® |  Phaser [ Phase2 | InterfaceBinding ______[CommentsRef,

Tunnel Mode:

[m\ Gateway to Gateway wanl [}

- Phasel= M4 &t = 3t -~

* Phase2 &3

Phasel ©@H Dt IPSec VPN2 & ot)| |8t EH| HHRCH Phase2= A& X0l |[PSec HZE S ot=
SHHLICH =, AZ2FQ0I HOIHE ™ Ao E58 AUQIXE ASLICH 0] HHZE Sl
MAE SAE |PSec SA2tD ot O] HAES HXIH IPSecE MIA 210F MAH0| ELICH 0l
MHI&EIIE 0ls8ot0 2 MEDCH A& 10t Eel 88 S0 S5t S4l2 otAHl & LICH

New Phase 2

Name Gateway_TN
Comments \yrite 3 comment... pi2a3
Phase 1 Gateway to Gateway El
. Advanced... |
P2 Proposal 1- Encryption: [3DES [v]Authentication: SHA1 [v] Bl

[¥] Enable replay detection
[v] Enable perfect forward secrecy (PFS).
DHGroup 10 2@ 5@ 140
Keylife: Secondle‘ 28800 (Seconds) |460800 (KBytes)
Autokey Keep Alive  [7] Enable

Quick Mode Selector ggurce address @ Specify  192.168.4.0/24
~) Select
Source port 0
Destination address @ Specify 192.168.40.0/24
) Select
Destination port 0
Protocol 0

QK Cancel

1. VPN > [Psec > Auto Key (IKE) > = 3tH Create Phase?2 2¢!
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2. Name : Phase22| 0

3. Phasel : & ol =2
4. Advanced 28 = A= 2=
5. P2 Proposal : Phasel 1t 20

|ISE &4 | =2 Phaseldt H2LESE
P

selS &

AS3gl ol dNeEE M
Enable replay detection : QIS &I X| Z2 AFE XL IPSecIiz! &322 Qlst
M =22 & X &LIC
Enable perfect forward secrecy (PFS) : Keylife $&212+0| 22 = [ OFCH
MZ & Diffie—-Helman &S 2205t 2ot

shat AlIZLICH

DH Group : Diffie-Helman 12 & &i&LICt. 0] &F AX HH E=

Z20IHE A2 X2l DHO S0 L XIal oF & LICH.
Keylife : Phase22| 9|0t 2t &= A& =S S F&LICH
Autokey Keep Alive : VPNEHE Z HIOIE DOt SE2X| 20t HE S &4 &H=Z
A A LICH

6. Quick Mode Selector : IKE &0l AEY ELX F4% SHX =4S LI
7. Phase22| &% gt= &=otd) OK S &t

F

210> 29 43 g2 Remote HH|2F 25 2010k StHC

(=]

| Edit # Create Phase 1 ¢ Create Phase 2  .¢ Create FortiClient VPN

(W bhser [ phese2 | intorfacebinding ___Commentser

Tunnel Mode:

TR S SN Y

Gateway_TN

tH -

ol
tol

— Phase2S M4 st

LIt 20l IPsecOll et HEHE 2F 2H2H, UAl B2 S0 S M LICH

IPsec 8% & X

New Policy

Policy Type ~) Firewall @ VPN

Policy Subtype @ IPsec () SSL-VPN

Local Interface internal v
Local Protected Subnet [5] 192.168.4.0/24 v
Outgoing VPN Interface wani -
Remote Protected Subnet [5] 192.168.40.0/24 (¥
Schedule [T always v
Service D ALL v

[7] Log Allowed Traffic

VPN Tunnel ©) Create New @ Use Existing
VPN Tunnel Gateway to Gateway -

[@] Allow traffic to be initiated from the remote site

1.Policy Type : VPN2 & &H
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. Schedule, Service : 2 & 1t Port & &
. VPN Tunnel : Create New — &1 S MAHCIHA HE=S 20| Mg = JASLICH
Use Existing — 02| 82 sH=2 6= MEELICH VPN Tunnel - 844 &
Auto Key (IKE) 1 Ex
Allow traffic to be initiated from the remote site — M2

2. Policy Subtype : IPsec 1€

3. Local Interface : VPN S¢l= & 2 X AIHHOIAE L& LILCEH

4. Local Protected Subnet : VPN S¢I2 & LXK FAE HAESLICT

5. Outgoing VPN Interface : 23Xl VPN #HIZ LtJtJ| et QAIHHIOIASE AEELIC
6. Remote Protected Subnet : VPN S&I2 & SR =AE HESELICH

7

8

9.9l MIEO0l 2= 5IH OK 2SI LI

@ Create New

© Section View () Global View

|__ Destination _| 7 Schedule | 7 Service| T Action | Y UTM Profile] T Log | T NAT| T ID| T Status| * Authentication T Comments

¥ internal - wan1 (1 - 2)

] 192.168.4.0/24 5] 192.168.40.0/24 T always @ ALL &8 IPsec 3 V]

&l all Eall 3 always DAL v ACCEPT %) /] 1 ]
w wanl - internal (3 - 3)

Eall Terminal T always @B ALL v ACCEPT & @ 4 @

- IPsec VPN 33 &4 2t5 otH-
System f" Proxy ID Destinat on| 7 Status |T_ incoming D:
. Gateway to Gateway Static IP or Dynamic DNS 3.3.3.3 [ 192.168.4.0/24 192.168.40.0/24 © Bring Up 08

Policy

Firewall Objects

UTM Security Profiles

288 Ipsec
= Auto Key (IKE)
* Concentrator

@& ssL

=& Monitor i
gsec voritor |

* SSL-VPN Monitor

VPN > Monitor > IPsec Monitor 1A EHE 2LIEHE S & = USLICEH Bring UPES 2&l6tH &I ™
Bring Down2 2 Ht# H Al TunnelOl 0| ELICH

1-2. Interface mode

Route—based VPNOIZt D& Gt VPNEE S MAGHH DAY QI HIOIAJL 444 0] &1 0
OIEHIOIAE 01206t A2 SFESLICH JtAS] I HIOIA DL MI[J] THE 0l VPN EciE ol
2eE Eg{E2 A8 0| 2018 A0 USLICH NATR2E0 A8 XI& &L CF.

= Phasel &3
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New Phase 1

Name InterfaceMode

Comments Write a comment... 07233
Remote Gateway Static IP Address E]

IP Address 2:2.2.2

Local Interface wanl B

Mode ) Agaressive @ Main (ID protection)
Authentication Method Preshared Key E|

Pre-shared Key essessse

Peer Options
@ Accept any peer ID

Advanced... | (XAUTH, NAT Traversal, DPD)

V| Enable IPsec Interface Mode

IKE Version @10 2
Local Gateway IP @ Main Interface IP @) Specify

P1 Proposal

1 - Encryption |3DES [¥]  Authentication [SHA1 [v] &

DH Group 10 2@ 5@ 140
Keylife 28800 (120-172800 seconds)
Local ID HQ— (optional)

XAUTH @ Disahle " Enahle as Client Enable as Server
NAT Traversal Enable
Keepalive Frequency 10 (10-900 seconds)

Dead Peer Detection [V Enable

OK I Cancel

Interface Modell && &I 2 Policy Base Phasel 21t S 236t =JI2 Enable IPsec Interface
ModeOll M3 &HLICt.

W et [ pher Tnterfoce Binding Commentd

Tunnel Mode:

[[] P Gateway to Gatewa wan1

Interface Mode:

] InterfaceMode wanl

— Phase1S 44

ro

o

L]

e
|

* Phase2 &3
Policy Base mode Phase22t SotH & & 6t ELICH (Policy Base Phase2 && gty = X)
| ® |  Phaser | Phase2 | InterfaceBinding _ [CommentsRef]

Tunnel Mode:
D oA Gateway to Gateway wanl 3
D Gateway_TN 0
Interface Mode:
[[] ¥ InterfaceMode wanl k&
Interfacemode_TN 0

-

- Phase22 M4 &t = 3H-

Interface mode& B = MAGIH System > Network > Interface 2 wan1 QIE{H Ol AN VPNE L
0|29 Jt& CIHTHIOIAD} MA= 218 2 £ QL 0l OIHHIOIAZ =610 22X X2 E4XE 61D
20 sHX0 et 28 832 oll0F &LIC
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(@] Name I Tywe | p/Netmask | Awess | AdministrativeStatus | Link Status el
=® pashboard [[] ¥ wan1 Physical 1.1.1.2/ 255.255.255.248 HTTPS,PING, TELNET,Auto IPsec Request,FMG-Access [+] © 100 Mbps/Full Duplex 9
* Status [[]  InterfaceMode  Tunnel 0.0.0.0 / 0.0.0.0 (+] L)
* Top Sources ] wan2 Physical 0.0.0.0/ 0.0.0.0 PING,Auto IPsec Request,FMG-Access [+] 4] 0
* Top Destinations [ internal Physical ~ 192.168.4.45 / 255.255.252.0 HTTPS, PING, TELNET,FMG-Access, FCT-Access o © 100 Mbps/Full Duplex 11
* Top Applications B dmz Physical 0.0.0.0 / 0.0.0.0 [+] (4] 0

&5 Network

Querace |

* Routing

— TypeOl Tunnel Ol2t= Jt& QIE{HIOIADE MHE 2o

nio

= 4 UL -

= Route =}
AKX UERIE Destination IP/Maskl & &6t DeviceE Jt4t QIEH O AZ HEHELICEH

New Static Route

Destination IP/Mask  192.168.40.0/24

Device InterfaceMode[~]

Comments Write a comment... w253
Distance 10 (1-255, Default=10)

Priority 0 (0-4294967295)

OK || Cancel |

Static Route

@ Create New

TPk o Goewsy | dewe | Commem ||

0.0.0.0 0.0.0.0 1.1.1.1 wanl
192.168.2.0 255.255.255.0 192.168.4.1 internal
192.168.8.0 255.255.255.0 192.168.4.1 internal
192.168.12.0 255.255.252.0 192.168.4.1 internal
192.168.16.0 255.255.255.0 192.168.4.1 internal
192.168.20.0 255.255.255.0 192.168.4.1 internal
192.168.50.0 255.255.255.0 192.168.4.1 internal
192.168.51.0 255.255.255.0 192.168.4.1 internal
192.168.1.0 255.255.255.0 192.168.4.1 internal
192.168.40.0 255.255.255.0 InterfaceMode

- Jtaf QIHHIOIAZ 2tRE S FItEH 2

ilg
[

-LEST
MAE O QIEHOIAS 0185101 S4I MS MABLICH Policy Base® L2 VPNE MO 2
HMEIK 2D UL W MO M0 YU MA 5010k HR S4I0] IHSELICH

@ Create New © Section View ) Global View

W internal - wan1 (1 - 3)
£1192.168.4.0/24 ] 192.168.40.0/24 T always @ ALL v ACCEPT & & 5 ]
5] 192.168.4.0/24 5] 192.168.40.0/24 T always @D ALL BE IPsec (%] 3 Q
& all Eall @ always @ ALL v ACCEPT (] V) 1 /)
v | (4. 35)
5] 192.168.40.0/24 £]192.168.4.0/24 T always D ALL v/ ACCEPT &3 &3 6 7]
= all Terminal [T always D ALL v ACCEPT & ] 4 [V}

—

Proxy ID SourcelY Proxy ID Destination| ¥ Status (Y Incoming Di
Gateway to Gateway Static IP or Dynamic DNS 192.168.4.0/24 192.168.40.0/24 © Bring Up

InterfaceMode Static IP or Dynamic DNS 192.168.4.0/24 192.168.40.0/24 © Bring Up

Bring UP=S 226t &l™ Bring Down2 & B ™ A TunnelOl 0| = CF.
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1-3. Client VPN

AEIS

Fortigate A|AEI 2
Olefst 220l E

AE Xt Cli
VPNOIl CHEt

ent IS
SRS 2

New FortiClient VPN

Mame

Local Qutgoing Interface
Authentication Method
Pre-shared Key

ser Group

Client_VPN

[=]

Pre-shared KE?E'

wanl

test

2

Address Range Start IP
Address Range End IP
Subnet Mask

Enable IPv4 Split Tunnel

Accessible Networks

[¥] Endpoint Registration

100.100.100.10
100.100.100.20
255.255.255.0

=] 192.168.4.0/24

DNS Server @ Use System DNS () Specify |0.0.0.C
[ OK [ | Cancel (
- Client VPN &€& 3l™H -
Name VPNEYE OIS S 8FELICH 6HE MH0| 225 H
HAFHOIEC2 = JtA CIEHHIOIADN MA & LICH
Local Outgoing Interface VPNAIE X2t S A & QI HO0IASE A AEHLICY.
Authentication Method ol g2 AAELIC
Pre—shared Key SSI1E 88 eI
User Group OIE & AIEXE HEELICH
Address Range Start P AMNSXHHA =Y 2 IPUY AIES 43 &LICH
Address Range End IP AU A &S & IPUHE2 22 83 &LIC
Enable [Pv4 Split TunnelSAICHE 0l Tist 24 HelE & & &LICh.
Accessible Networks ABIIES & S83XF=AE &8 LICH
Endpoint Registration VPNAHZO0| && TJ| &0l FortiClient2 SS2|8 R &HLICI
SEE3|= System > Config > Advanced 0l A B & & LICH
DNS Server AEXN A &ESE DNSE & HELILCE
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= Client VPN 40| 22T o 0152 Jtat QIEHHIOIA D}

MAELICH Interface Mode
VPNE XD OIEIIXZ2 MR &Y & 92 MHE oHEHOIAZ etREE2 &85t
JMAOIHHIOI AWM LHRQHHIOIAZS HE20E2 A2 MY

S 3¥s d4otH €301 2= FLIC

ZIEH View Help

# > VPN Connections

Edit Connection Settings

Username comas

~ FortiClient VPN & & 3101 —

ZI8 View Help TINET
# > VPN Connections

VPN Connections

test
1.1.1.2

Disconnect|  dit |

_ Client VPNO 2 01 = 5101 —
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1—-4. Concentrator
=2 AFRF XIARDE IPSec VPNS o
(o]

ol
K
>
>
rr

T UAS I SAts DEIP 2ldS AHE
=] 0 J

SSIPRE 2 AISote 2RI USLICEH 01218 2H U A Concentrator JIs2 |SIP 382
AL23tE XIAF 2t2 VPN EAIS JIsotH &LICH 2AF 24122 BHE S S0t Kl AF 2H2]
S&0] 012 &UIC

System E Edit VPN Concentrator

Policy IConcentrator Name TEST

Firewall Objects Available Tunnels Members

UTM Security Profiles

(E—

@8 IPsec
* Auto Key (IKE) |
g concentrator |

& ssL | 0K Cancel
=58 Monitor

1. VPN > [Psec > Concentrator 2 0l =& LILCt.

2. N2 S4&IZ2 otJ| |Io M8 E Tunnel= Membersi FILAIZ LG

3. AL HHIQ B2 SN =a= 2AH A2 SAE XIAFHEE BF &3
SLICH Z2FEXFAE A2 SAE XA

4. XA ZHIS B2 2K o olY A HES 483ELIC S8 X= AL HHES L&st
Nz SAE XAFHEE 8%

wx F
0% T
o
C
]

2. SSL VPN

SSL(Secure Socket Layer) Z2E=2 0|25t VPNS 28 ELICH AISXe €529 T2 30|
2R g0 Y BN JASH VPNEES & Jl 20l AFZ20l 22 £ g
Fortigate AlAEI2 TS 2l NI LEE X & ELICH

Web-access mode FortigateJl Proxy &2 +=&HELICH AIS A=
FortlgateOH LA S ot Fortigate= M2 S&l &t
WE MEXUHA SASLICH 5 & = U=
/dtilﬁjr Hist g LICH
Tunnel-access mode IPSecdt 20| EHE S HZSIH A0 & E AHS
SEAMELICH 2= MHIAZEZ E410| JIsEHLILCH
Full-access mode Web-access 2 Tunnel-access 2= 20|
KKstLICh.
MEX} ID/PWE Fortigate AlIAE N & MAH6H0] AFISSH L &2 215 MHY HAS5HH
AZEHLICE.
|0S, Android2HIL 0l A &= SSL-VPN Client £ X & LICH.
2-1. SSL-VPN &4
2—-1-1. Z=(Portal)
A XOFSSL-VPNe 2 HZETH 20 & JHOIXIS 40I0t2 AFZSXHHIA & 2 IPUIEE 4
A srLICH
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System g Edit SSL-VPN Portal

Policy Name:
Firewall Objects Portal Message:  welcome to SSL VPN Service
UTM Security Profiles Theme: Blue [+]
Page Layout:
® ©
=88 Tpsec | [7] Enable Tunnel Mode
* Auto Key (IKE
(KE) [¥] Enable Split Tunneling
* Concentrator
S sst 1P Pools {] SSLVPN_TUNNEL_ADDR1 x| Q
S Applications ) yrrp/uTTes @ FTP [9] ROP ] SMB/CIFS
@ Monitor
[@] SSH [¥] Telnet [¥] vNC [¥] Ping
[V] CITRIX [¥] RDP NATIVE [¥] Port Forward

[¥] Include Session Info

[¥] Include Connection Tool
Include FortiClient Download
[7] Include Bookmarks

[¥] Prompt Mobile Users to Download FortiClient App

e iewpora
Log & Report Apply
1. VPN > 8SL > Portal & 0l S&LILCH
2. Enable Tunnel Mode : Tunnel ModeE AtE& &< Enable
Enable Split Tunneling : 243 & &2 Client=2 SSL-VPNS S5t 2= EES

EWLIC
HI2tH3 & 32 2 Clientdl &8t 3ldg Sot0 g4l g &LIC
IP Pools : Client=2 WS 21t S&Ict)] fIoi VIPE &Y 25 LICH
3.Enable Web Mode : Web ModeE AIEE &< Enable

Applications : VPN portal 2 Sol A2 & AFZ XDt Access & = U=
S2oT2)3s JE§HLIC.

A

Include Session Info : Portal HIOI XNl ME&EE fIAMS EAISHSH LT
AP Xel 27901 |ID,2 0!8t A2 ECHE SHE LIEHHCH
Include Connection Tool : Portal HIOI XNl HZ&F /AMNES EAIGHAH HEHSHTH

SE=2 dEH6]) Hoste URL E£= |
Include Bookmarks : Web Portall Al S0t3E Z &6t ™H SEHSHT
LIS 2ol elaA0 CHE EHARD| Az ArEET

SEARI| SEUAM AiotH H 0l ZHOIXIOF EAI=CH
Telnet,VNC,RDP £¢2110210] 2R235tH, FTPS &bt=
meEetME HTMLZ =03 HIOIXIS CHAISHCH

4. Prompt Mobile Users to Download FortiClient App
CRAMENI B ECRHNE AMEE Z2 FortiClientg U225 & H2IX == U AIXIDt
LtEFHCH
MEX=E S E0IHL HE2EE &= UL BreF 2513 FortiClient IAOIE =2 el CHol -
=T

i reco
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2-1-2. & & (Config)

1P Pools SSLVPN_TUNNEL_ADDR1 X

Server Certificate Self-Signed E]

Require Client Certificate |7

Encryption Key Algorithm @) High - AES(128/256 bits) and 3DES
@ Default - RC4(128 bits) and higher
) Low - RC4(64 bits), DES and higher

Idle Timeout 300 (seconds)
Login Port 443

[7]Enable Endpoint Registration (Tunnel Mode Only)

¥ Advanced (DNS and WINS Servers)
DNS Server £1 168.126.63.1

DNS Server #2 168.126.63.2
WINS Server #1
WINS Server #2

Apply

1. IP Pools : Tunnel ModeOll Al ClientS0| 20iJt= IP Address & &
2.Server Certificate : QIS0 MQQ NEE M tH 0"‘/\-|§ &QQE}

3. Require Client Certificate : Client& 2/&3dl= &%H% AEDS ram g
Client2t Tunnel ;’é% A
2SO Z Clientl 2IEAE

4. Encryption Key Algorithm : Client®}t Fortigate AFO|S] 29t SSLHZ S
< Ex

5. ldle Timeout : SSLVPN &S SX & &= A= A
H?= 10~28800 = 0|04, 8t2 0
6. Login Port : HTTPS accessE I8t port numberE 2 & stlt
7. Enable Endpoint Registration (Tunnel Mode Only) : FortiClientJ} Fortigatetff SE&H TS & &
(24, Tunnel ModeOll Al AR )
8. AdvancedE 226t DNS & WINS Server 82 E &8st = Apply 2

2-1-3. 3™ U 212E MY
22 > LR AS0A 22 SSLVPN B3 87X
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New Policy

Policy Type @ Firewall @ VPN

Policy Subtype © IPsec @ SSL-VPN

Incoming Interface wanl =
Remote Address = all L
Local Interface internal >
Local Protected Subnet (5] 192.168.4.0/24 v

[¥] SSL Client Certificate Restrictive
Cipher Strength Any =

Configure SSL-VPN Authentication Rules
@ Create New

User/Groupl  Service | Schedule | uth Security SSL-VPN portal

& test full-. S v ACCEPT
& comas ALL always ull-acces: [7]
& ANY ALL always - (%] @ DENY
Tags
Applied tags
Add tag
Comments Write a comment... 2023
OK || Cancel |

Configure SSL-VPN Authentication Rules : Creat NewS 22610 &8 2& User/Group ¥
Portal& &

Group(s) =] test x|
User(s) & comas x|
Schedule I always >
Service = ALL -
SSL-VPN Portal full-access sl
Action v ACCEPT N

2.SSL_interface —> LIS : SSL.root Jt&t interfaceOl A LHS Local interface2 &2 &4 3|

New Policy

Policy Type @ Firewall @) VPN

Policy Subtype @ Address ) User Identity ) Device Identity
Incoming Interface sslvpn tunnel interface -
Source Address & SSLVPN_TUNNEL_ADDR1 v
Outgoing Interface internal .
Destination Address (5] 192.168.4.0/24 v
Schedule I always >
Service @ ALL w
Action v ACCEPT -

3. SSL_interface —> 2/ 8 : 0| 22 split tunneling HIE 4 s;aF & &Z X Client2 21E{0| FortigateE
b

0
S5t Lo &0 8 &sHT

ok

X
ton
o
0
10
nx
04
1]
e
fO
£
ml
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New Policy

Policy Type @ Firewall © VPN

Policy Subtype @ Address ) User Identity @) Device Identity
Incoming Interface sslvpn tunnel interface -
Source Address [ SSLVPN_TUNNEL_ADDR1 (+]
Outgoing Interface wanl =~
Destination Address = all w
Schedule T always s
Service o ALL v
Action v ACCEPT -

[¥] Enable NAT
@ Use Destination Interface Address [] Fixed Port

4. route & & : SSL tHEY =2 SSL Jt4 interface2 ctRE S £ & stHCH

Static Route

@ Create New ¥

pevice commen |

0.0.0.0 0.0.0.0 1.1.1.1 wanl
192.168.2.0 255.255.255.0 192.168.4.1 internal
192.168.8.0 255.255.255.0 192.168.4.1 internal
192.168.12.0 255.255.252.0 192.168.4.1 internal
192.168.16.0 255.255.255.0 192.168.4.1 internal
192.168.20.0 255.255.255.0 192.168.4.1 internal
192.168.50.0 255.255.255.0 192.168.4.1 internal
192.168.51.0 255.255.255.0 192.168.4.1 internal
192.168.1.0 255.255.255.0 192.168.4.1 internal
192.168.40.0 255.255.255.0 InterfaceMode
10.212.134.0 255.255.255.0 ssl.root

2-1-4. 2LIE (Monitor)
IPsec, SSL VPN 2 2LIHY & = ULt

= |Psec Monitor
IPsec Tunneldll CHoH Al Tunnel Name, Type , Remote Gateway port Timeout S Z2LIE & &tCt

—— el e L et oo ot orl el Timeoul Peon T Soured o 0 Desination~ iate - incoming
» Gateway to Gateway Static IP or Dynamic DNS 3.3.3.3 0 192.168.4.0/24 192.168.40.0/24 © Bring Up 0B
Poli
o InterfaceMode  Static IP or Dynamic DNS 2222 0 0 192.168.4.0/24 192.168.40.0/24 © Bring Up 08B
Firewall Objects
UTM Security Profiles

@88 Ipsec
& ssL
=& Monitor

bl IPsec Monitor B

* SSL-VPN Monitor

SSL-VPN Monitor
SSL VPNE AlEZ5t0 U= User ID, Remote IP, AlZHAIZH User VIP € 2LIHE St
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nm“
[} 1 Eun

Fri Mar 15 09:05:31 2013
B MEASE E{911P:192.168.2.1
[} 2 Seo Fri Mar 15 15:47:04 2013
[ NEAH E1911P:192.168.2.3
=] 3 Jang Fri Mar 15 16:16:09 2013
B MEN E1911P:192.168.2.2
B 4 Son 203. Fri Mar 15 10:26:56 2013
[ MNEHHE E'd11P:192.168.2.4
1 5 Lee Hoseob 17s5. .19 Fri Mar 15 16:16:34 2013
[ MEN S E{$11P:192.168.2.6
B 6 Cha 183. Fri Mar 15 10:41:58 2013
[l MENH £1911P:192.168.2.5
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7. A2 X & & Xl (Use

FortiOS 5.0 OlAM= AFZ X0l THoH M Fortigate Ol &2 &

| st A
Device, 2 Q1= Forti-Token S2 0|, LI&H 015 23 %GH ==t
1. Ar2 XH(User)
|[2&0l oI=s9HOZ M Fortigate XHMIO ID/PW &

1. User & Device > User > User Definition & 0l=

=3
-

2t User ID,

Sot AEL IS E MSE LI

Create New & &1

System

Policy

Firewall Objects

H| © create New

YT User Name

UTM Security Profiles
VPN

CCr—

-~ B

&g User -

pl User Definition

* User Group

* Guest Management
@) Device ‘
#-) Authentication g
& Two-factor Authenticatic

Mﬁm %
ol ] »

WiFi Conlroller

Logf:Regotk T /10 ¥
o 2 0 =
2. User Name % Password € &8 = OK & =4
System
Policy User Name |:> test
Firewall Objects [ Disable
UTM Security Profiles ® Password (==
VPN 0 Match user on LDAP server [Please Select] |~ |
T —— A T =1
" Match user on RADIUS server | [Please Select] [~ |
= - | ~) Match user on TACACS+ server ;Pléase Select] [5
= User =
Ml User Definition
Contact Info
* User Group | ;
= [T1Email Address
* Guest Management
& Device [T]sms (@ FortiGuard Messaging Service =~ Custom
#-() Authentication 4 Phone Number
& Two-factor Authenticatic
Fedd \nilnarshili Coan - = IDEnabIe Two-factor Authentication I
£} 4 L" »
WiFi Controller [T]Add this user to groups
Log & Report oK Cancel |

ol DA mete
Authentication 0] AFS

U0 0F &
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System New User

Policy g © Match user on TACACS+ server |[Please Select]
Firewall Objects E

Contact Info

UTM Security Profiles
7] Email Address
VPN
[Flsms (@ FortiGuard Messaging Service Custom
T —
Phone Number
=G User

pl User Definition

* User Group

[T1Enable Two-factor Authentication

* Guest Management £ [7]Add this user to groups ¢ [] Guest-group

¥ Device . oy [test
-4 Authentication i

Two-factor Authenticatic

M.dd

!
< 1 ] »

WiFi Controller

Log & Report OK | | Cancel |

C

ser 4 Al Add this user to groups £ ot JI=0 2ES & User Group Off HEEH|

o
2 4+ UBLICH

B
0

3. User & Device > User > User Group Z 0l = Create New & &1

System :> (@ Create New

B Group Name Group Type
Policy P P Typ
FSSO_Guest_Users Fortinet Single Sign-On (FSS0)
Firewall Objects | Guest-group Firewall
UTM Security Profiles E test Firewall
VPN
-
=G User —

* User Definition ‘
Juserow |
* Guest Management
=) Device
®-() Authentication L
Two-factor Authenticatic

A il arshilibg Canm
< mn ] »

WiFi Controller

Log & Report

4. User Entry Ol SF22 0ISAIH &S0 X ot D80 ZSAIA SLICH

System New User Group

Policy E Name
Firewall Objects E Type @ Firewall © Fortinet Single Sign-On (FSSO) ) Guest ~ RADIUS Single Sign-On (RSSO)
UTM Security Profiles Available Users Members
VPN ;:(I)_r(r’lcaasl Users - @ - Local Users -
o
=G User o

£

* User Definition

Juserrovp |

* Guest Management

&) Device
() Authentication
& Two-factor Authenticatic

#dd \f b arshilibg Cann
< I G

WiFi Controller

Log & Report
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2. & Xl (Device)

FortiOS 5.0 Ol A= NetworkOll 22 & DeviceE &9 & £ USLILCH
Device2l OS, IP, Mac =AE2 &0 & £ QI 20 22X SHUA HWE MEXES

A

st=ol = =

USLICH

System @ Create New D Refresh
Policy _vontine | voevice | _____vo0s | vuser | _ TIPAddress ]

[ (3 cc62f261e2a54ca Windows 192.168.5.121
EixewaalbObiccts ® [ COMAS-PC Windows 192.168.4.113
UTM Security Profiles ® £ ispark-PC Windows 192.168.4.152
VPN ® £ junho-THINK Windows 192.168.4.158
I ® [ KingdomLee-PC Windows / 7 (x64) 192.168.5.118
® [ KiLee-THINK Windows 192.168.5.56
@ User ® [ WIN-DB4CFVDLO6M Windows 192.168.5.87
&) Device ® [ winxp Windows 192.168.6.53
pl Device Definition ® [ Eeeeé-PC Windows / XP (x86) 192.168.5.130
* Device Group ® [ Eéeee_2-PC Windows 192.168.6.103
* Endpoint Profile ® @ 00:1c:bf:68:94:45 192.168.4.203
() Authentication B B @l 00:1e:65:6b:87:0a 192.168.5.106
] Two-factor Authenticatic ) @ 00:1e:65:93:b6:ba 192.168.4.53
#dDd Avndnarahilibg Cann s © a 00:1e:65:ca:af:9¢c 192.168.5.73
Rl 2 ® & 00:1f:3b:8e:47:2d 192.168.4.59
Wiki:Controller ® & 00:20:6b:6d:4a:24 192.168.4.10
Log & Report ® @ 00:21:00:d2:07:63 192.168.4.102

St HO AHEXILEHER = HEES 0 M2 deviceE 012 & ZR AliasE 2

GtOd CHE Device 01522 F8 += USLICH

System

Policy S Alias
Firewall Objects

smbok
74:e5:43:16:e5:d9 (internal) [Split Devices]

Primary MAC

UTM Security Profiles MAC Address e8:39:df:f9:dc:23 (internal)

VPN MAC Address 38:59:f9:e8:df:21 (internal)
I MAC Address 50:63:13:c1:f0:1d (internal)

05 User Additional MACs Click to add... (F) <:|

B} Device Device Type E3 Windows PC =

gl Device Defi Discovered Device Status

* Device Group

(e} Windows / XP (x86)
EndpomtiRronls 1P Address 192.168.5.117, 192.168.4.55, 192.168.6.102, 192.168.5.95
#-) Authentication 8 5 2 2 .
Last Seen 13:44:09 (internal, internal, internal, internal)

& Two-factor Authenticatic

[ RN VAN R
< . ]

WiFi Controller

¥ Custom Groups None

Comments Write a comment... 0/255

Log & Report OK | |
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AliasE 2 st 32 Device ¥

ool ¥ o] TAl EUICH

@ Create New

D Refresh

- Online T Device L___vos | vuser]

[ cc62f261e2a54ca
[§ COMAS-PC

3 comaspc

[ jboh-THINK

[3 ispark-PC

[ junho-THINK

(3 KLee-THINK

I W [ smbok (4 interfaces)

3 winxp

£ Eeeoe-PC

[ Eeeee_2-PC

[ Ee©e_03-PC

@ 00:1c:bf:68:94:45
@ 00:1e:65:6b:87:0a
@ 00:1e:65:93:b6:ba
@ 00:1e:65:ca:afi9¢c

(R TR U TR <TR TAR <TRN <IAR T <L T I I T I T

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows / XP (x86)
Windows
Windows / XP (x86)
Windows

Windows

¥ IP Address

192.168.5.121
192.168.4.113
192.168.5.112
192.168.4.160
192.168.4.152
192.168.4.158
192.168.5.56
192.168.5.117, 192.168.4.55, 192.168.6.101

192.168.6.53

152.168.5.130
192.168.6.103
192.168.4.204
192.168.4.203
192.168.5.106
192.168.4.53

192.168.5.73

~

n

Device Group 0l M= Default 2 190 2 HIZ0|

S= 0 UsLICH

System ) Create New

Policy

@ Al

Firewall Objects [& Android Phone

UTM Security Profiles & Android Tablet
VPN :z: BlackBerry Phone
I #3 BlackBerry PlayBook
& Collected Emails
&g User B [ Fortinet Device
& Device Gaming Console
* Device Definition 1P Phone
hl Device Group 3 | O3 iPad
* Endpoint Profile | [ iPhone
#-() Authentication L[] & LnuxPC
& & Two-factor Authenticatic 0 Mac
B-d8 viinarshiling Caan Y Media Streaming
! — — [EJ Other Network Device
Wiki:Gontrolies (@] Router/NAT Device
Log & Report 3 Windows PC

L g Name | " Type [~ #of Devices

Predefined 132
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined

Ao ol o valle hef oiliallm 7 o vallé he

Predefined
Predefined 34

& 00:1c:bf:68:94:45, |4 70:73:cb:be:43:35, (& 08:00:37:23:c01e8,ﬁ 8

B 00:09:0f:68:18:10

E9 8c:70:5a:d3:4f:88, B smbok, £ 74:e5:43:17:71:5¢, £ 60:67:20:90:{

Fortigate= Network Scan Al S& Device el 28
|ﬂ§ AH /\-l OH

JECZ MM ot)| RIdiM=E O

OlY, &l S0l & AlIIHAH

HAHN Devicedl CHst AliasIot &3
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System New Device Group
Bolioy Name fEST_Group
Firewall Objects Members i TesTL =
UTM Security Profiles & TEST2 x
VPN E smbok x
s Comments A M ABRE 21/255
User & Device

&g User : | OK il Cancel |
&) Device i

* Device Definition
M Device Group
* Endpoint Profile
4 Authentication
& Two-factor Authenticatic

#ldd \fbnarshilify Cann
I |

< >

WiFi Controller

Log & Report

Endpoint Profile 2 AFE XDt Fortigate € Soli FortiClientE Download Al AHE & %
o| gtL|C}.

Aes Jlsoll tholl 8

System

| &L

Edit Endpoint Profile

Policy

FortiClient Configuration Deployment

Firewall Objects

Windows and Mac

T

UTM Security Profiles

VPN % m AntiVirus Realtime Protection on Client (when installed)
E orr_ Application Firewall block-02p -

&) Device - [ @ web Category Filtering default -

* Device Definition [V] Disable Web Category Filtering when protected by this FortiGate

" Device Group : OFF . Endpoint Vulnerability Scan on Client
> | OFF_ Client VPN Provisioning
4 Authentication E
Two-factor Authenticatic|
&g Vulnerability Scan
[RC | i =
= = Monlto:;' - ( = i
WiFi Controller

OFF _ Upload Logs to FortiAnalyzer/FortiManager
IP Address:

[Change]

Log & Report

Dashboard 2| License Information Widget 0l Al OtcH & ot 2801 Mac OlLt Windows
OS CHoll FortiClient Software Down Jts&LICt.

- Page 108 -



AFEX O 7+& FortiOS 5.0

@ Widget [& Dashboard
Registration

Hardware

Firmware

Enhanced Support
FortiGuard Services

AntiVirus

IPS

Vulnerability Scan

Web Filtering

Email Filtering
FortiCloud

Account
FortiClient Software
Registered/Allowed
FortiToken Mobile
Assigned/Allowed
SMS
Status

Registered (Login: dkshin@comas.co.kr)
[Login Now]

8 x 5 support (Expires: 2015-11-04)
8 x 5 support (Expires: 2015-11-04)

8 x 5 support (Expires: 2015-11-04)

Licensed (Expires 2015-11-04)
Licensed (Expires 2015-11-04)
Licensed (Expires 2015-11-04)

Licensed (Expires 2015-11-03)

COCOOCEe ©00 ©

Licensed (Expires 2015-11-03)

Activate

B3 mac Ed windows
[Details]

Expired [Add Messages] Q

JI2&8 22 Client 10 EA, FortiToken Mobile 2 EA Ol CHoll XI& & LICH.

3. 21=(Authentication)

ooz (N

SFEHOZ SRE0 SHAS T
cC

e AEX0 CHoll &I SAHZ 22

-,
A

|
Internet ﬁ

W

LDAP. RADIUS, TACACS+
Server
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New Single Sign-On Server

B Single Sign—-0n

Type @ Poll Active Directory Server () Fortinet Single-Sign-On Agent ) RADIUS Single-Sign-On Agent
Server 192.168.1.100

User administrator

Password seses

LDAP Server comas-LDAP -

Enable Polling

Users/Groups (Mone)

. Apply & Refresh | 0K | Cancel |

B LDAP Server

New LDAP Server

Name comas-LDAP

Server Name/IP 192.168.1.100 |

Server Port

389 | Test
Common Name Identifier [
Distinguished Name @
Bind Type Simple E|
Secure Connection [l

Cancel |

B RADIUS Server

New RADIUS Server

Name comas-RADIUS

Primary Server NMame/IP 102.168.1.100

Primary Server Secret

ssamasem | Test
Secondary Server Name/IP 192.168.1.101
Secondary Server Secret eesmsann [ Test |

Authentication Scheme @ Use Default Authentication Scheme

() Specify Authentication Protocol

PAP
NAS IP/Called Station ID
Include in every User Group Enable
| 0K | | Cancel |
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2% 0SS GIEY Ui 4ES el PO N2l 2 BYS U8se U,
a =1
(X com=

tAMISt &8 Y S& 2 docs.fortinet.com

4. Two—factor @l (Authentlcatlon)

Two—factor Authentication @& Local 2I1E0|LI FAQE2 Soll HlEZ MHIA HZ2
olZaol= 20| 0ty FortiToken OIE}: OTP £MIIE 0|5t e &H o 21& ot A
2 LILC.
1. User & Device > Two—factor authentication & 0lS = Create New 1 &,
System $ @ Create New D Refresh
o | yoe | SerialNumber |  Staws | user |
s, FTKMOB33523A195F -Avallable 0
Firewall-Objects D FTKMOB33665351C4 [ Available 0

UTM Security Profiles

VPN

CEr—

g User

=} Device

J Authentication i

&& Two-factor Authentication ||
Jrotroken

® A Vulnerability Scan

=& Monitor

E
|
|
|
|

WiFi Controller

Log & Report

2. Type & & Serial Number & &

System 1 New FortiToken

Policy

Type @ Hard Token © Mobile Token

Firewall Objects | Comments Write a comment... 0/255

VPN

| | OK || Cancel |

@ User

& Device

4 Authentication

=& Two-factor Authentication ||
M FortiToken

&gk Vulnerability Scan

& Monitor

UTM Security Profiles E Serial Number Click to add... Import
B
g
|

WiFi Controller

Log & Report

w

. OK &5,

N~

. Ol Token 2 = Activate diOF X Bt

12
UA
il

o

Ol AtZ 0l JtsELICH

0l
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il Delete 9 Refresh

£ @ Create New [& Edit

System

Policy

Firewall Objects FTKMOB33665351C4

UTM Security Profiles

VPN

CErr—

®G User

(= Device

4 Authentication i

=& Two-factor Authentication ||
flFortiToken :

& Vulnerability Scan

& Monitor

WiFi Controller

Log & Report

FortiGaurd dlE 2t H=0| & JANOF FortiToken & 0| ELICE.

5. F%& A2M(Vulnerability Scan)

el = FortigateE Soll LR WIERAT L FH 28t host Ol CHoll 244 & =~ JASLICE

You need to discover if any of the computers on your network are vulnerable to attack.

Internal network

1. User & Device > Vuinerability Scan & 0ls ¥ Create New 1 &,
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System

Policy

Firewall Objects

Scheduled Vulnerability Scan

HEMSequibnReofiles Scap:Status Not Running b Start Scan |
mVER: Last Scan Start Time 2013-03-15 13:11:57
I Last Scan End Time 2013-03-15 13:27:41
@[ User Last Scan Duration 16md4s
(=) Device Schedule Weekly every Sunday at 00:00 (quick) [Change]
(4 Authentication Next Scheduled Scan March 17, 2013 12:00 AM

#E Two-factor Authentication
=& Vulnerability Scan Asset Definitions

l Scan Definition @ Create New | .« ]

* Vulnerability Result IP Address / Range Scheduled Vulnerability Scan
-5 Monitor No matching entries found

WiFi Controller

Log & Report

New Asset
Bolicy E Name TEST
Firewall Objects E Type [Range =
UTM Security Profiles E Range 192.168.5.1 - 192.168.5.254
VPN [7] Enable Scheduled Vulnerability Scanning
I User [7] windows Authentication
[ Unix Authentication
- User
-} Device OK | Cancel |

®-) Authentication

&= Two-factor Authentication ||

-\ Vulnerability Scan g
dscan Defnicon
* Vulnerability Result

@& Monitor

WiFi Controller

Log & Report

3. Start Scan 2 Edll Scan=2 A& &HLICE.
Schedule JIs2 2 FI|&HQ FHAE 2AH0| Jrs&LICH

Vulnerability Scan

System ||

Policy E

Firewall Objects E Scheduled Vulnerability Scan

HEMSeoicivBrofiles Scan Status Running I Pause | (@ Stop |

VPN Progress /]
Ié Scan Start Time March 15, 2013 - 01:41 PM

@ User Estimated Remaining Time 4 m

@ Device Estimated Completion Time March 15, 2013 - 01:45 PM

() Authentication Schedule Weekly every Sunday at 00:00 (quick) [Change]

#& Two-factor Authentication Next Scheduled Scan March 17, 2013 12:00 AM

&t Vulnerability Scan

| e i Asset Definitions

* Vulnerability Result © Create New
WiFi Controller TEST 192.168.5.1 - 192.168.5.254 =
Log & Report "
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4, Vulnerability Scan Mode = Otc & 1t Z&LICH

Vulnerability Scan  Quick — check only the most commonly used ports

Mede Standard — check the ports used by most known applications
Full — check all TCP and UDP ports

4, ScanO| &5 ©I™ User & Device > Vulnerability Result Tap lM Z2HE &0l & =

USLICH

System D Refresh @) Download Raw Log

Y Operating System

Policy

Firewall Objects

2 14:21:23 192.168.5.133
UTM Security Profiles 3 14:21:23 192.168.5.132
VPN | 4 142123 192.168.5.131
. | s 14:21:23 192.168.5.130
User & Device
6  14:21:23 192.168.5.121
&[G User 7 14:21:23 192.168.5.119
@@Device 2 o 14.74.92 107 1coc 140
-4 Authentication < U
Two-factor Authentication || Dst 192.168.5.134 Virtual Domain root
=&t Vulnerability Scan Level notice Timestamp Fri Mar

* Scan Definition

. Vulnerability Count 0 logid 4103
bl Vulnerability Result

@ Monitor Sub Type vulnerability Action vuln-co

S Date/Time 14:21:23 (Fri Mar 15 14:21:23 2013) roll 0
WiFi Controller

Log & Report

6. 2ct0|H E T IH(Client Reputation)

FortigateAIﬁE:SI UTMD|s2 Crst 2otA 2y 2 2 X ELICH &3 =20IL 20l

StLISl AFZXIDE LHE 8 HIE ZYAI2IJ]1% & LICH Olelst AlE2Xt= WERA0A
TEIE Al BN &2 MH HOF 8 LICH Fortigate2l Client Reputationd|s2 2ot
e Hd22 OHE MEXE WSoHH &2 = UAEE &2 SLICH
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Client Reputation Profile

7T Client Reputation Tracking

Application Protection Malware Protection
LB Botnet Applications L | Malware Detected
Packet Based Inspection

_l PZP Applications !
I L___ I Blocked by Firewall Policy

Proxy Applications
OFF Games Applications Failed Connection Attempts
Intrusion Protection Web Activity
S Critical Severity Attack Detected OFF All Blocked URLs
A Visit to Security Risk Sites

[ High Severity Attack Detected
Wisit to Potentially Liable Sites

Medium Severity Attack Detected
- Low Severity Attack Detected oFF Visit to Adult/Mature Content Sites
aFF Informational Severity Attack aF Wisit to Bandwidth Consuming Sites
Detected

Risk Level Values

G s WS 0| D >0 O o

ne

nx

0

ol

2
!

- Client Reputation =2 II}

Client Reputation T2 WA 0] /S 240 Ul 45 && SLICH 0| Z2IMYUS
2Nz AN2AS2 dS2 2ZAI6tD AISXHN CHoll EoF 88 =3&6tH &€ LICH.

og
SH

D refresh <7 Reset

1592.168,1.100 1075
152.168,1,114 255
192.168,1.112 510
192.168.1.117 495
192.168.1.116 330
0 200 400 g00 200 1000 1200 1400 1600 1800 2000 2200
Score
IP Addrass Device Hostname
192.168.1.100 o 00:09:01:Fe:71:fe 1075
192.168.1.114 g 00:0c29:4b:d7icc B55
— Client Reputation Z 1+ 3t™H -
Client Reputation 7150l && %™ Client Reputation 21t 3tHZ &0 & £ UASLICH

7. 2 LIE (Monitor)

ArSRE & EX A0l et SR 1S 2

i
o
C
[oe
o
o
C
]
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= 231 (Firewall)

A3H ANEX 1S FEE 20 sLILL

L5 ) M 4 F1 kM [ Column Settings ] [ Clear all Filters ] [ De- nti All 1
T Duration ¥ TP Address| 7 Traffic Volume | 7 Method | |
usar3d Groupl 2 0 day(s) 0 hour(s) 4 minuta(s) 10.11.101.20 35 KB Fw-auth Tl
userd Groupl 2 0 day(=s) 3 hour(s) 4 minute{s) 1i0.11.101.101 421 KB Fi -muth ﬂ'
- 2ot A= 1S EE otE -
2O ot0122 =2 &= 22 Jdle 82 EHEY & &= AsLT

= XIS AF2 XHBanned User)
NACIOIsOl 2ol XIS & IPFAQ QIEHHOIA 382 S8 B SLICH
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8. Wan X/ =3t & I AI(WAN Opt &
Cache)

Fortiate AIAEIE2 Wan E &

LICH Ol Dls22 W2 UWERDL g4
ALOISl EciE MY 451 t

1. WAN Opt. Profile

Wan Z &30 M8 Z202s 45 &LICH

Edit WAN Optimization Profile default |~ [LERE]
Name default
Comments default WANopt profile 22/255

Transparent Mode
[[] Authentication Group

e e e
V] CIFS 445
FTP [ 21
HTTP 20
] MAPI ] 135
TCP 1-65535
. Apply |

- WAN Optimization Profile & & 3% -

Transparent Mode MNEXL A2 SA0M A2 =48 |XA6HA 3 &Lt

Authentication Group Wan | &3t HHE = Al &oH)| &0l M2 lsS =& &LIC

Protocol FHe NE Z2EZSS dHELILL CIFS, FTP, HTTP,
MAPIZEZEZS HEICHA 210 ot Ol&e BE2EZES
SEi5te ™ TCPE M3 &LICH

SSL Offloading St TZEZ0 st o5 &&= LI

Secure Tunneling e ZZ2EZ20] CHoll SSL &332 0l26t0 &S 3&LICH

Byte Caching HCtet application QIOIE{E chunk& AZJHL, SHAIQE H&E
chunkE 0l &3t 2t chunkOll 222 S &LICH O = &K
HIOIHHE BWAl 210 chunkZ alAIE 2LHO Ol Byte Cache
CIOIEHIOIA R Hl St & SHAIDF XIotH BHHE S Sl
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[=]}
Port g Z2ESS XE £ = XE HPE NEHELICH

2. WAN Opt. Peer

Peer—-to—Peer 280N Eci Y 8= &4 AIZLICH

K

™00
0"7"2"_20-1

- Peer to Peer =& Ol Al -

?l 2EXE Client HIERA WA WebAH UWERHIZS EciE 8 dsS & AT

SHOHH ChS 1 200l & & s &L
= AFE A & Fortigate&d &

1. WAN Opt. & Cache > WAN Opt. Peer > Peer £ 0|=3dtd Local Host IDE Client2

reate NewE $2 1] Peer Host IDE ServerE 2236l |IP AddressE 192.168.30.122

I E MASHCE.

OO

6. WAN Opt. & Cache > WAN Opt. Profile > Profile0ll A Transparent 25 & & &G0 ApplyE
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=20}
= .

7. Policy > Policy > Policy Ol LHE->2/2(all —> all) @22 2+= 10 WAN Optimization=2
active2 838 ot T2t S default2 & & st
8. CLIOIA oY & 22| wanopt-detection2 off& & StCt.
config firewall policy
edit 5
set wanopt—detection off
set wanopt-peer Server(Ilf SAE ID)
set wanopt—profile default
end
end
» MB & Fortigated &
1. WAN Opt. & Cache > WAN Opt. Peer > Peer 2 0|S3dt0 Local Host IDE ClientZ

2
3. Create NewE 21 Peer Host IDE Serverz 256t IP AddressE 192.168.30.12&
P

5. Policy > Policy > Policy Ol Al wanopt —>WE(all —> all) A2 otECY.

3. I Al(Cache)
Web Caching
oz Ed dEsEES =017 1o HTMLEIOIXI, OI0IKl, MEX SE & & J|Et ZHHE
(¢]

N&SIH, System > Config > Advanced > Disk Management 0lA MEE2&S &0 & £ QL.

or¥

WAN, LAN,!

Internet
|

-0l Mol 2l Al PHE -

- Page 119 -



AFEX O 7+& FortiOS 5.0

- oA EH HL4F
Policy > Policy > Policy 0K WRAMEXIE I CIHY o2 856t 832 MY LICH
NATE & &3t Use Destination Interface AddressE &4 &tLIC
Enable Web cacheE & & &HLIC}.
OKE & &igtLICt.

Sl

4. Explicit Web Proxy
HMEX0l Proxy MH O RASEHZ A2 E2t M0l PACIIZ S 01251 Lt Proxy Al HI=

XN&ot 28 2 = AsLICH

i
Internet

- Explicit & ZEA 24 -

= Explicit Web Proxy &3

1. System > Network > Explicit Proxy 0l Al Enable Explicit Web Proxy(HTTP, HTTPS) &
S ESSHLICY.

2. ApplyE =ELILCL
System > Network > Interface Ol A explicit web proxyE & &
EditE &0

4. Enable Explicit Web ProxyS & €45t}

o
ro
m
=
=)
>
1]
X
U
QE

[
J
i
o

5. Firewall Objects > Address > Address Ol Ml explicit proxyE H&8& 2K =48
MAHSICH(QIEHOI A= AnyE2 HEEGHO0F &)
6. Policy > Policy > Policy | M L X| ANEH 0| A7} web-proxyO| 1 SHX| QIE{H 0| A7}

QI FIEH 0| A0 M-S H-gSHCt
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9. R4 BEEEXH

Fortigate AIAEI2 FortiAP2t HSS 610
A
=

24 2e 8310, Fortigate2l CHerst
UTMIISES RHUEIN X8S & & ASLICH E& WIDSIISD 22 JISES S50
QLB D Tl 24 YEYAS 7 & 4 YSUITH

= NY9EH

=JI182 Wi-Fi EK A0 et =0 S410] =81 6l = Radio ZHE 0l CHELICH D2
X2 US0l12, Btk USet Xt0IJF Lh= =10l FortiAPE &Xl & 3 NSd32
HASIHOF &LICH 8&8HZEE2 CLIWMEH Jts &Ll
0ll) Korea

config wireless—controller setting

set country KR

end
=)} ZE= set countory O|F "?"E U&E5H 20l JtsELICH
ANSGEH HE MOl BtEAl & 2 XAP Z 2 I (Custom AP Profile)S 4HAI 0 OF
SLICH APEZ2IA0| U= B ANGEH HFO0| oHELIC

1. 248 UE

K3 (WiFi Network)
= & SSIDE & Aol], 8 AP(Rouge AP)2F WIDSO &tst &- S &fLILH

1-1. SSID(Service Set Identifierd)
SSIDEt, FAAIE XD 85010 X ol 2HUWERKAL DR AEXIZ SSID 0IE, WER3
b

=
=
AN Q BHol o 4RSS &

B L oy w1
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Interface Name FortiAP-comas

Status i@ Enabled @ ) Disabled ©

Traffic Mode i@ Tunnel to Wireless Controller ) Local bridge with FortiAP's Interface
IP/Metmask

192.1568.10.1/24

Administrative Access HTTES PING [7|HTTP
[1S5H  [[]SNMP [7] TELNET
Enable Explicit Web Proxy []

Enable DHCP Server
Address Range 192.168.10.100 | ~ [192.168.10.200
Netmask 255.255.255.0
Default Gateway i@ Same as Interface IP ) Specify
DNS Server

) Same as System DNS @ Specify |208.91.112.53

w MAC Address Access Control List
) Create New

(W wac ] 1P or Action
| Unknown MAC Addresses Assign IP
WiFi settings
551D FortiAP-comas
Security Mode WPA/WPAZ-Personal [+
Data Encryption @® AES () TKIP ) TKIP+AES

Pre-shared Key P (8 - 83 characters)

Block Intra-5510 Traffic [

Maximum Clients []Limit Concurrent WiFi Clients
Comments Write a comment... 0/255
[ OK || Cancel |

WiFi Controller > WiFi Network > SSID > Creat e New= =1 SSIDE M A &HLICEH

Interface Name FHUESRAS 0|52 8 & ELICt FortigateAlIAE A=
SSIDE MAGIH MZ2 QI HOIA I A0l &1 0l
OIHHOIAE 0|80t A2 8&ELIC

Status oY SSID2 MEBUWHERE EELICH
Traffic Mode HEo RUHIERIAE RAHE Xl BridgeEEiZz A XS
SAHELICH
= Tunnel to Wireless Controller MHE SHAUHERIAIN MR UWEK A
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MO EES tSLICH NAT/Route HEHZ OloHE &= UASLICE
= Local bridge with FortiAP's Interface PHAUESRKAA} Bridge(TP)EEIZ

AHELICH Tunnerl RLE0A MHE REUERK = JIE0
FortigateOll 218 22 MIOHEDI} MA0| ELICH 0] B3R 24
MEXDILJIE SEUIERAR T2 IPUHE S JHXIAH ELICH
Bridge2 &2 AR J|& SEUIERI LY Transparentst 240 &I
sastIPUHE 2 JHE £ AJ| M20 UWERIAS EEHAF &i0|
PHUERIIE 74 & &= UASLICH

IP/Netmask MEs LHAHEKIN PR ABEYS &F

(Tunnel2 &8t &
(o]

on

FLICE.

WiFi Settings SSIDOIE & 2ot &3 2 &LIL.
= SSID SPHEAMESXII B5E SSID 0155 & A& EtHLILH
= Security Mode SHEEANS o8 H . WEP, WPA, Captive—Potal,

t
(WEPE CLIOIA & EILICEH )
Data Encryption HOIH &sst HaS SFELICHL
* Pre—shared Key PHUERZD &85 Al 28 2d5(8R31)E dFELICHL
Block Intra—SSID Traffic
= Maximum Clients ZI B AHS A4 =8 &F&LICH

L

1-2. 28AP &3 (Rouge AP Settings)
Fortigate Al AEI2 S EHAPH CHGHO & XDt JtsS&LICE
= Enable Rogue AP Detection SHAP €KXl Jls= 43t LI
= Enable On-Wire Rogue AP Detection Technique FEUES®
EYAPE Xl &LIL

SHUERT &2 EHAP Xl JI=
S8t MACELAI REUERDY PFHUERAINAM 2I0HEH, 01X 2 REAS Xt
SEUERAIN HAZ0| HHUCH=E 2= 20I15tD, Non-NAT EHAPII SEUER 0
HBEN Az AS 2A0IELICH SHAPIENAT SS & 3 SHAPH et EXI0t
O O&E&LICH ofXIgH, APSl WiFi @IEIHIOI A2l MACEF=A2H =& QIEHIOl A2
MACF=ADt BIMOZ 22 HAS ASLILH MACFA2 LEHAJ S Lottt
SYAPS tE = 28 & = UAsUItL W

1-3. WIDS(Wireless IDS) Z2 T+

Fortigate AlIAEI2 FAHUERT &9

1l

g, SAHC EcfH s EX e g = USLICH
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Edit Wireless Instrusion Detection System Profile default | [CREE]

Name: default

Lomments:  |dafaylt wids profile

[ inimsionTywe [Statusl Thveshold | _interval (sec) |

Asleap Attack

Association Frame Flooding a0 (1-100) 10 (5-120)
Authentication Frame Flooding 30 (1-100) 10 (5-120)
Broadcasting De-authentication

EAPOL-FAIL Flooding (to AP) 10 (2 -100) 1 (1-3500)
EAPOL-LOGOFF Flooding (to AP) 10 (2 -100) 1 (1-3500)
EAPOL-START Flooding (to AP) 10 (2-100) 1 (1-35600)
EAPOL-SUCC Flooding (to AP) 10 (2 -100) 1 (1-3500)

Invalid MAC QUI
Long Duration Attack 8200 (1000 - 32767) usec

Mull 551D Probe Response

FEEE EEEEE

Premature EAPOL-FAIL Flooding (to Client) 10 (2 -100) 1 (1-32600)
Premature EAPOL-SUCC Flooding (to Client) 10 (2 -100) 1 (1-3500)
Spoofed De-authentication
Weak WEP IV (Initialization Vector)
Wireless Bridge

| Apply |

-WIDS Z20tY A -

2. WHIA HEOIE 22|(Managed Access Points)

Fortigate2t A& & FortiAPEHI2l &&= ELICH S2l& QI APOI SSID, MY, ASAHI S22
&3 §LIC

2-1. FortiAP &3

FortigateOil Al FortiAPE Z M6t SEotJ| floi A= FortiAPOl Oteiel &&= &L
cfg —a AP_IPADDR=XXX.XXX.XXX.XX AP2l IPE A X &LIC
cfg —a AP_NETMASK=255.255.255.0 APSl MEU S HdEELIT
cfg —a IPGW=yyy.yyy.yyy.yyy APSl HIOIESIOIE EFE LI
cfg —a AC_IPADDR_1=z2z2.727.277.772 WiFi—-Contorllorel IPE & & &LICH
cfg —a ADDR_MODE:=STATIC AP2l IPE EX o=z &FELICH

(RS2 DHCP)
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cfg -c a3 HJEELICH

cfg -s SAZ2 &0IgLIC.
FortiAP-221B2} 20| Zero Configuration(8& 0| 22 gl=)otE X/ o= &H|= Static £ & 0|
=Jts oIl 20 Fortigate2t 22 WEKAIN & XIJF & 040F &LICEH

2-2. At2Xt APEZZI}Y (Custom AP Profile)

Radio2l Band, M4, &4 &2 S2 & & & LICHL

New Custom AP Profile

Name comas-AP
Comments |\write 3 comment... 0/255
Platform FAP220B/FAP221B/FAP223B (=]
T —
¥ Radio 1
Mode ") Disable @ Access Point () Dedicated Monitor
Background Scan i@ Disable () Enable
Mesh Downlink |
WIDS Profile [=]
Radio Resource Provision |
Client Load Balancing [] Frequency Handoff [] AP Handoff
Band 802.11an_5G [+]
20/40 MHz Channel Width [
Channel 36 40 44 458 149 153 157 151 155
Auto T Power Control i@ Disable ) Enable

P pover p— T[] ||

100 %%
SsID Available Selected

FortiAP-comas - -
©
Q

b Radioc 2
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Name APZZ MOl 0|S L LIL.
Platform I20AE2 N & &= U= FortiAP EHESS &8 LICH
Radio fH 2 BFHE LI
= Mode oY RadioS O™ HENZ AIESE XIE &8 &LIT
Disable e RadioE AtEoHAl ZSLICH
Access Point ol e RadioE APEEIZ AtS&LILCH
Dedicated Monitor oie RadioE R4 ZLIHY 8822 MESELIL.
= Background Scan APSE = ol= =2 Radioe= s S&HUY W
MES 2[LIHE & = JASLICL JI28ez X
ZJl= O 300=0ICH AIEE 2, 2 L0l ol & mf DX
H= CHE MES 20ms S92 2LIEE 8HLICH oKl 2F, RadioJt
LULHESZ M 2 [ i3 &40 24 & = AD| W20
EciE0| F2 8 MBS 2t 5t A0l ESLIC
= Mesh Downlink 2462 0lZ0tAH FortiAPIH WiFi Controllerfll A2 & &=
LIt
= WIDS Profile Wireless IDS B0t Z2mels A& &LICH
= Radio Resource Provision 2 248 UER3I 20N 24 WERKIIL M2
2HEGHR 2L &5 FortiAPIL [iE 2 dEis = JASE S §LICH
= Client Load Balancing PHUERAC EdEs a=2HCZ 24 Ml gLt
Frequency Handoff FortiAP= 2.4GHz%t 5GHz CHE o At S =
SUIHESD AESE0| BHS =+ S22 A EXNE
QUHE ALE X2 GHE)

Ms AIZLICH (5

AP Handoff FortiAPOl 2 HIGHE =16t 2
S0 30AIEX0|A ) MSD
CI2 APEZOZ2 A& A2 LIC

* Band fH =t HEsS &8 SLILL
= 20/40 MHz Channel Width  802.11n-5GUISHIA HEZS 20/4022 EFELICH
= Channel MBS 24 IHE S dEELICH
= Auto TX Power Control Sl pSo ZAEE &8 LI
Disable NSAEE =5 dFELICH
Enable MSUEE NS &SI
= SSID e APZZIIU S MEE SSIDE M LIt

2-3. 22| FortiAP(Managed FortiAP)
Al

M E FortiAPSl Cl|AEE &0 ot 1, FortiAP EHIE =&, &Nl APJISS 43 &LICH

- Page 126 -



AFEX O 7+& FortiOS 5.0

D Refresh Managed FortidPs

m e

FAP21B3U110004600 $ 192.168.1.200 All Radio 1: 0 Radio 1: 0
- HME FortiAP 2| AE -
Fortigate2 &2 AT aole= FortiAP= 22 OIlWOl Wi/ Controller > Managed Access Points

> Managed FortiAP HIOI XUl 2l AEDF 200k &LICH ZME FortiAP2] &8 SHHO A
Authorize HEZ =2 AIE2IE2 ot FortiAPIF 243 E LILCH

[T "

Edit Managed Access Point

= 24305t

APZZ It

Serial Number
MName
Drescription
Status

Connected Via
State

Managed AP Status

Wireless Settings

FAP21B3U11000460

1F-14P
MN/A [Change]

Online
Ethernet (192.1658.1.200)

Discoverad | Authorize

AP Profile FAP210B-default [=] [Apply]
Radio 1

Mode Access Point

Band 802.11bgn_2.45

Channel

Mesh Downlink

| OK

- FortiAP & & 3™ -

D Refresh Managed FortiAPs

m I A R

1F-14pa H:i 192.1658.1.200 Radio 1: Radio 1: 0 Radio 1: D
- 243t & FortiAP -
HRCUERT 88 2%
1. SSIDE MAHEHLICE.
2. APEZ=IY =2 MAH3BHL], SSIDE &% LI
3. FortiAPE & & & LIC.
4, HAMZAEN A FortiAPE &0I5t1] HEAPH APEZIMY S &Y F AMECSS
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3. 2 LIE (Monitor)
FortiAP AF2 X0l THEH 2LIEI>I0| JbSEHLICY.
3-1. AF2 Xt 2LIH (Client Monitor)

‘D Refresh

nmm-n-m T Bandwidth Tx/Rx e N I

FortiAP-comas  1F-14P (1) 192.168.10.100 [q 74:€5:43:17:82:84 Pass 5.21 Kbps D 74 dB 16:04:42

T Association Time

FortiAP-comas 1F-1AP (1) 192.168.10.101 @ 78:59:5e:de: f1:28 Pass 2 6.88 Kbps 54 dB [CECECECE] 16:06:57
- 24 ArEX BLIHE 3tH -
— _ = =
AMEX Z2LHOUAE 28 AFEXH2 1P, MACEFL, SHAMENSE, ASHI S2 &0 & = UAsLt
= .
3-2. EYAP 2LIH (Rogue AP Monitor)
~  [E Column Settings ‘@ Refresh € Clear [¥] Show Accepted

nmmmmm MAC Address | Vendor nfo_Signal Strengt{petecied Byon-wird
m| O < hantougher 3 14:89:fd:fc46:df (il 1F-1AP (1) +)
B e 4] comasguest WPA2 11 dB:c7:c8:36:17:22 Aruba Networks  [TT1T] 1F-14P (1) (4]
[ @ [+] comasguest WPAZ [ d8:c7:c8:36:63:20 Aruba Networks EEEEEEL] 1F-14P (1) o
] @ [+ comasguest WPAZ 1 d8:c7:c8:36:7e:22 Aruba Networks [ 1F-14P (1) o
= @ [+] comasguest WPAZ 5 d8:c7:c8:36:b2:82 Aruba Networks [EEEEEE] 1F-14P (1) (4]
] @ [+ comasMobile WPAZ 11 d8:c7:c8:36:17:24 Aruba Networks [0 1F-14P (1) o
F & [+] comasMaobile WPAZ 6 d8:c7:c8:36:63:e2 Aruba Networks — [HMHHEEY 1F-1AP (1) o
0 e (4] comasMobile WPA2 1 d8:c7:c8:36:7e:24 Aruba Networks  [T11T] 1F-1AP (1) o
[ & [+] comasMaobile WPAZ 6 d8:c7:c8:36:b2:84 Aruba Networks  [Jdd0 1F-1AP (1) o
[ @ [+ INNCLIME_AFP WPAZ 1 d8:c7:cB8:36:10:84 Aruba Networks [EEE] 1F-14P (1) o
= (2] [+] INNOLIME_&AF WPA2 6 dg:c7:c8:36:63:e3 Aruba Networks [EEEEEEE] 1F-1AP (1) o
[ @ [+ INMNOLIME_AP WPAZ 1 d8:c7:c8:36:7e:20 Aruba Networks LW 1F-14P (1) o
= (2] [+] INNOLIME_&AF WPA2 6 dg:c7:c8:36:b2:80 Aruba Networks [EEEEEE] 1F-1AP (1) o
0 e [+] INNOLIME_MOBILE WPAZ 1 d8:c7:c8:36:10:83 Aruba Networks [0 1F-1AP (1) (4]
0 & [+] INNOLIME_MOBILE WPAZ 11 d8:c7:c8:36:17:21 Aruba Networks (1100 1F-14P (1) (4]
D @ [+] INMNCLIME_MOEBILE WPAZ [ d@8:c7:c8:36:63:e4 Aruba Networks LLEEELL 1F-1AP (1) o
] @ [+ INNOLIME_MGBILE WPAZ 1 d8:c7:c8:36:7e:21 Aruba Networks [ 1F-14P (1) o
D @ [+] INMNCLIME_MOEBILE WPAZ [ d8:c7:c8:36:b2:81 Aruba Networks JLLEEELE 1F-1AP (1) o
= @ [+] KWI-B2200-243258 WPA 1 00:25:62:f9:ca:3f interbro Co. Ltd. [EEE] 1F-14P (1) [+]
= @ L+ Mars WEA 6 00:08:9f:4e:datel EFM Networks 1F-14P (1) o
D @ [+ MNETGEAR WPA Auto 1 00:1e:2a:6d:14:54 Netgear Inc. 1F-14P (1) o
= @ L+ UnimoTech WEP 11 00:26:66:19:c4:a0 EFM Networks 1F-14P (1) o
o] @ 4] comasAP WPAZ 11 d8:c7:c8:36:17:23 Aruba Networks  LLL11] 1F-1AP (1) (4]
[ @ (+] comasAP WPAZ 6 d&:c7:cB8:36:63:e1 Aruba Networks [EEREREE] 1F-1AP (1) (4]
o] @ 4] comasAP WPAZ 1 d8:c7:c8:36:7e:23 Aruba Networks  LLL11] 1F-1AP (1) (4]
[ @ (4] comasAP WPAZ 6 d8:c7:cB8:36:b2:83 Aruba Networks [EEERAR] 1F-1AP (1) (4]

Total detected APs: 268
- EYAP 2LIEHE 31X -
=HAP BLIHUH M= FortiAPZ =4 &= OHE HMAEQE S|AEE &0 & &= USLIT
Mark Ol 5= 2 OIS 5H01 HE APS| AEHEAIS B & 4 ASLITH
2 Rogue AP HEKAZN IS X ZF2 APE LHEHLICH
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APE LIEFHLICE

1A
rr

TR

oo

E
@ Accepted AP HEXIN eISE APLE 20t

ﬂ Unclassified AP APJI Z2ME xJ| MEHLICEH.
» SYAP XHE WiFi Controller > Monitor > Rogue AP Monitoril A X+t
Mark Rogueg & &Gt Suppress APS HEELILCH

S APE
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10. 21& 2 1A (Log & Rep

Fortigate AIAEOIA 2 dote 28 2% dIXEZEES &0 & == UL,
USLIC.

D Refresh @ Download Raw Log Log location: | Disk [«]

[ # | v Date/Time] vSrc  |[vDevicl  vDst | v Application Name| ¥ UTM Action| ¥ Sent / Received|Application Details

2 07:37:30 192.168.10.100 BE 74.125.225.8 224B/144B

3 07:37:15 192.168.10.100 ® 168.126.63.1 [/] 60B /168 B

4 07:37:01 192.168.10.100 ®} 222.106.210.131 152B/0B

5 07:36:52 192.168.10.100 5 74.125.128.103 2.36 KB / 1.35 KB

6 07:36:46 192.168.10.100 *; 168.126.63.1 [/] 59B/177B

7 07:36:33 192.168.10.100 ®) 222.106.210.131 152B/08B

8 07:36:18 192.168.10.100 B 74.125.129.109 1.03 KB / 2.69 KB E

9 07:36:11 192.168.10.100 ®) 222.106.210.131 152B/08B

10 07:35:58 192.168.10.100 ® 168.126.63.1 6 63B/200B

11 07:35:58 192.168.10.100 ® 168.126.63.1 [/] 62B /4398

12 07:35:50 192.168.10.100 *; 168.126.63.1 [/] 60B/292B

13 07:35:4%9 192.168.10.100 ® 168.126.63.1 [/] 64B/948B

14 07:35:438 192.168.10.100 ®} 222.106.210.131 152B/0B |

15 07:35:44 192.168.10.100 ® 168.126.63.1 [/] 60B/2928B

16 07:35:43 192.168.10.100 *; 168.126.63.1 [/] 61B/234B

17 07:35:27 192.168.10.100 ®) 222.106.210.131 152B/08B

18 07:35:01 192.168.10.100 ®} 222.106.210.131 152B/0B

19 07:34:38 192.168.10.100 5 308.70.201.230 1011 B/759 B

20 07:34:25 192.1A8.10.100 # 211.115.10A.196 4Ng B /252 B i
Dst % 222.106.210.131 Virtual Domain root s
Received o] Source Country Reserved =
Src NATIP 192.168.200.108 Sent [ Received 152B/0B —
Duration 128 Sent 152

Src NAT Port 54366 Application Details

Service DCE-RPC Protocol [

- Ecdi® 27 3tH-
S o] © (= = =2 =2 a a 5H € o =

2731219 =S 27 AAES UEID 205 22510 siooll shg 202 AM WS
k=1 Skt A Ol A
20l & &+ UAsLICh

1. EciZ(Traffic) 221

Forward Traffic M 2ol Fortigate HHIE SWtole Ecl® 205 LIEFHLICEH

Local Traffic Fortigate AIAES EgfZ 2ZE LIEFHLICH WEE0 SNMP, Syslog,
228 E SS =0 & 2 USLICH

Multicast Traffic HEINAE HAO 2ol Fortigate & HIE S1Uot= HEIHAE EHE
25 LIEFHLICH

Invalid Packets Fortigatedt FS0tAl 22 W32 U2 M 2E JISELILCL

2. O|HIE(Event) 21
System Ze|d 82, M HAE S Fortigatel2l AIAE! O|HIEN et 2 18
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LIEHHLICY.

Router
VPN IPSec, SSL VPN 2tedst OIHIE0 et 2 & LIEFHLICH
User ANEL OIS 2tE OIBEN CHE 205 LIEFHLICE
WAN Opt. & Cache
WiFi P 28 OIHEN et 25 LIEFRLICH
3. UTM 2 2k(Security) 21
AntiVirus HOlHA & X, XtEH S OHEIBIOIA A 23 2 15 LIEFELICH
WebFilter FOHAIOIE XHEHC EEH 2&

Intrusion Protection 22 &X|, 2019 |PS 2t&

Email Filter A8 X, X 0]

[
Data Leak Prevention HESR=

4. 21 X (Report)

& X, Xt DLP 2§

Heg 286 23
=

SOMUME Y=, Application AFE, AMEXE, S& X, AECIY ALE, OlHY EHE S2
ol & = &L
Top Applications by Bandwidth Usage Top Applications by Sessions
Application Bandwidth ~ Sent  Received Application Sessions
[Z MS.Windows.Update 355MB | HTTP.BROWSER 145
| HTTP.BROWSER 44MB DNS 54
HTTP.Executable 14MB NTP 24
& Youku 6929Ks | | Youku 16
_ POP3 487.0KB | () Tudou 16
¥ Youtube 1987KB | |5 SMTP 13
FTP 198.6 KB FTP 1
B8008/tcp 119.4K8 FTP_Data 1
1) Tudou 96.4KB | 8008/tcp 6
# |E8 Webslice 733 KB || HTTP.Executable 3

Top Destinations by Bandwidth Usage

| au.download.window (35.9 MB)
www_bestbuy.ca (1.6 MB)

I download windowsu (1011.8 KB)

1 172.16.200.44 (514.2KB)
i4.tdimg.com (474.9 KB)

B www.youku.com (4478 KB)

|1 i3.tdimg.com (377.4 KB)
www.themarker.com (347 4 KB)
i2.tdimg.com (281.6 KB)
static.atm youku.co (231.8 KB)

Top Destinations by Sessions

11 172.18.100.100 (55)
172.16.100.97 (24)

Bl 172.16.200.55 (22)

1 172.16.200.44 (18)
static.atm.youku.com (9)

B www_tudou.com (6)

[ 21352.252.81 (4)
i3.tdimg.com (4)

www.zrh_noaa gov (4)
66.254.102.216 (3)

-810A 39 -
Lastest IS 222 BEONME BEWHSLICH M MAE BENA= 24A12F &
Historical2 O|S &fLILCt.
Historical WHO MAE= EDNE BHSLIC
Config BN LAl eSS &80t MA(Run2 23 Hiz MAHEL

ol

Ch. )&HLICt &«

r

FEDOM 88 Aolls 2 €8

gtLICh
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Ep Run [ options @ save
(Text  :] [T @] __J % @

“hart: Fortigate UTM Seaurity Analysis Repart

Mirmiol o SR Y ANAIYSIS |

-SON SF BB -

5. 21 & &(Log Config)
O NE IHIO A4 U 20 2N S22 MF5D 22N0NH 0IHY SLE 540 98

23 = gLt
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Logging and Archiving

Disk

Send Logs to Fortianalyzer/FortiManager

1192.168.1.100 ' [Test Connectivity |

IP Address

Upload Option
@ Store & Upload Logs Daily [«| at |00:59

7 Realtime

Send Logs to FortiCloud
Account Test Connectivity

Event Logging
[[1Enable All
System activity event
User activity event
WiFI activity event

VPN activity event
Router activity event
Explicit web proxy event

[ Apply [
-2 &3 3H -
Log Setting SO A st &80 O|HE 27 M st==2 dF&LICH
Disk CIAIE UW&EGHD e 2d2 208 22 A3 4 &Lt

Send Log to FortiAnalyzer/FortiManager FortiAnalyzer< = FortiManager2t
ASoIH 2 18 =& ELICH Upload Option2 Store&Upload Logs=

ZE =T/UCHIH NEE A HSEEIZ 22 2,
2 dAdeZ 28 SYLICH

Realtime2
Send Logs to FortiCloud FortiCloudz 2 18 2N =& ELILC.

Event Logging olE &M 27 a2 84 LI
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Email from foo@fortinet.com

Email to bar@fortinet.com

@ Send alert emaill for the following

Interval Time: |3 (1 -99999 Min)
[] Intrusion detected

[T Wirus detected

[ wWeb access blocked

[] HA status changes

[7] violation traffic detected

[7] Firewall authentication failure
[] S5L VPN login failure

[T Administrator login/logout

[] IPsec tunnel errors

[] L2TP/PPTP/PPPQE errors

[ Configuration changes

[] FortiGuard license expiry time: |15
[] Disk usage: 75 (1-99)%
1 Send alert email for logs based on severity

Alert [=]

Minimum log level:

(1-100 days)

Alert E-mail

6. 2LIE (Monitor)
Logging Monitor
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D Refresh
Daily Log Activity by Type

100K
w
.g 80K
& 60K
g
“ 40K
20K i
0
N3 o & & & & o
= > &) & L8 P
)
M Traffic [ Event W antivirus O web Rlter
O Irs B Email Filter E voip O oLP
O application Control E Metwork Yulnerability...

ZE|IZ2tREE Fortigate & FortiWiFi AIAEIN CHEE 20t 22| @ 2122 MHIAE HIE
SLICH SIERAN, AZEINS =Dt gl0] EE 24, 24 L 21822 &3 E M35t
%%FE%I—IOI }\IAE-H P_}'ale Sk A OIALIE},
7-1. FortiCloud H&E M A
1. https://support.fortinet.com @& &= & LICH
FE:E H'l-""E'I:al CUSTOMER SERVICE & SUFPPORT

Home  Asset Management Assistance Center Download Support Programs  Tools & Resources

CUSTOMER SERVICE & SUPPORT

Fortinet is committed to your complete satisfaction. Through our regional Technical Assistance Centers and
partners worldwide, MNorinet provides remedial support during the cperate phase of your Mordinet product's
development life cycle. Qur Certified Support Pariners provide first level technical assistance to Fortinet
customers, while the regional TACs solve complex technical issues that our partners are unable to resolve.

=0 Asset Management T Support Programs
y » ReqisterRenew + Support Offerings
» Managefiew Mroducts » Premium Support

*

Premium REA
Y, | : Professional Senvices
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2. Register/RenewS & E{SHLILCE.

F:=RTINET CUSTOMER SERVICE & SUPPORT

Home  Asset Management Assistance Center Download Support Programs — Tools & Resources

SUPPORT LOGIN

Existing Account New Account
Account ID Flease sign up if you do not have a support
account.
Password A support account is required to register Forinet

products and access support resources.
& Remember me next time.

Log In Sign Up

Forget Your Account 1D
Forgot Your Password?

Distributors and Resellers can access technical support via the Partner portal for priority processing.
Click here.

3. 2o UL (A0l 82 Z< Sign UpHES =2 HES 48Ut )

==RTINET. CUSTOMER SERVICE & SUPPORT

Home Asset Management Assistance Center Download  Support Programs Tools & Resources i

ACCOUNT REGISTRATION

Thank you for choosing Fortinet. Creating your Support Account and registering your products is the first
step towards accessing technical support and receiving updates for your threat detection and prevention
databases (Antivirus, IPS, etc).

Your account registration details will be sent ta the email you provide below. If you already have a Support
Account please login here.

Contact Information

Company * Title
Address * First Hame =
City = Last Hame ~
Zip Code Email *
Country/Region * | Select One |Z| Telephone *
State/Province Fax

Password *
Retype *

Cancel Mext

- Page 136 -



AFEX O 7+& FortiOS 5.0

4. Fortigate2| AlcIZ2EHZ EHIE SS&LICL
5. FortigateAIAE 0 8= = Dashboard > License Information > FortiCloud >
Account >0l A S &L

FortiGate 100D

Interim

© Widget & Dashboard

bl Gratus | | Support Contract
* Top Sources Registration Reqistered (Login: imaddisondfortinet.com) [Login owl G
* Top Destinations Hardware 8 x 5 support {Expires: 2013-09-07) 9
* Top Applicabons Firmwars 8 x § support (Expires: 2013-09-07) )
® & network Enhanced Support 24 x 7 support (Expires: 2013.09-07) ) + Alert Message Console
el Config Comprehensive Support 24 x 7 support (Expires: 2013-09-07) O] [22012:00-08 18:41:60 System restart
* 5@ admin FortiGuard Services ® 2012-10-04 16:37:50 Firmware upgraded by admin
* &1 cenificates Antivins Not Registered [Subseribe] o B 2012-10-04 14:35:52 System restart
i Montor s Not Registered | €| |®2012-09-24 09:11:50 New firnware 15 avadable from FortG
Vulnerabilty Scan Not Reqistered [Subscr (%) ® 2012-09-24 09:09:18 Systom restart
Web Filterng Not Registered | O |#2012:09-24 09:05:15 Firmware upgraded by adenin
Router Email Filtering Not Registered | Q ® 2012-09-22 10:35:32 System restart
Palicy Forticlaud ® 2012-09-21 10:91:32 Firmware upgraded by ademin
Firewall Objects Ao ® 2012-09-20 18:16:57 New firmwars 15 avadable from FortG
UIMV&:;‘-;N;V:‘};ﬁIQS i » 2012-09-20 17:31:40 System restart
- Messages Sent loofs ] 3
VEN SoftTaken
6. Create Account 8&& = Email, Password €& = 0% 20l =2 M3 = Create

SEgLICH

@ widget [& Dashboard
Activate Forticloud s ox
Host Name e,
Seodl Nombee © Login @ Create Account N .
Operation Mode
System Time Please enter the information below and click the activate button
Firmware Version .
Email: leehs@comas.co.kr
System Configuration - i
. e-type email: leehs@comas.co.kr
Current Administrator » Memory Usage 39% Disk Usage 0.0%
Password:
e | . & Reboot (@) Shutdown
Re-type Password: escesesese
¥ License Informatio| = o
S [¥] 1 Agree to the FortiCloud Terms & Conditions [View]
upport Contract P
ita 0
Registration
tart
FortiGuard Services —
P Cancel Create
1PS Unreacnaplie [LonTigure] g
Web Filtering Not Registered [Configure] 0
Email Filtering Not Registered [Configure] %)
FortiCloud
Account [ Activate]
FortiClient Software
Registered/Allowed T [Details]
FortiToken Mobile
Assigned/Allowed T
SMS
Status Unreachable @

ﬂJIO

It 20| &&= ot™H Dashboard &0l ''"Please view confirmation email' 0l 2t=
HIAIXIOF 2 & LICE

ol HiZsS 21 &9l |ink 8 22 6tH, FortiCloud HIOIXIJF Eeld Hadkel HA Ol
FOIC| ACH= OIIAIXIDF LEEHE

[e]

Jon JW'

(@)

| & Fortigate AIAEIQ| DashboardWl A '"1GB & L= 200GB Jt" BIAIXI Dt
FOIG| D GHLIE M Ei5H™ FortiCloud ZE 0l CHSH 2301 MIZE LICH

Jon
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7-2. FortiCloud Portal
LEIZCHRE A—Il:ll*E g4 3t ot Fortigate2] HAIEE
Tl 0|42 S6tH FortiCloud ZEAO0IEZ 0l & %lﬁl—l Ct.
FortiCloud ZEAIOIEN M= Otciel Ciad JHAI BIQ &2
» Dashboards
= Logs & Archives
* Drilldown
» Reports
= Management

1. OHAI'2 =(Dashboards)
MErOol HH|o B HEE HMBELICH 6 MEQ S MB6HH
erA S LICH
Device : S &H| S/N, OFXI2 2 S A2t Tunnel(Cloud&A gt AEH)

Quota(License) , AFZ 20| EAIELICH
Traffic Trend : Sent Data, Received Data Jt Al & LIC}.
Top Traffic By Application : HEZ2IA0IE = JIE HO0| EHE= AtEst 20|
ZAELICT
Top Traffic By Protocol : Z2&E2 = Jt& 0| EHEE ArEst 210] EAIELICH
Top Appllcatlon Category HEIAHOIE ItHI 2 €2 HI|EL

o

M &t

o
1o

5

M FG100D3G 12801307 B Device Last Upload Tunnel Used FG100D3G12801307 Last 7 days (till Oct 12, 12:44 PM

FG100D3G12801307 B 2012-10-12 10:30 O 1io0M <Empty> | Application Rclresn Print
* Add Dashboard orie 18 (0.0 %)
Total Storage Quota: 1G, Used: 10.02M ( 1% )
FG100D3G12801307 Last 7 days (till Oct 12, 12:44 PM ) ey
Refresh Print
jgma
220 by i (38290 T pRReM
200

180

160

140

& 120
~ ¥ Top Traffic By Protocol
100 FG100D3G12801307 Last 7 days (till Oct 11, 12:56 PM )

Protocol Refresh Print
- L ). (beinty)

2012-10-05 12:44 2012-10-07 12:44 2012-10-09 12:44 2012-10-11 12:44
2012-10-06 12:44 2012-10-08 12:44 2012-10-10 12:44
Time

Bl RecelvedData || Sent Data
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2. 212 JI=(Log & Archives)
2t2tol 27 HAIKIE 2tHl 22l 82 2 SLICH Traffic , Event , AntiVirus , Web Filter
Application Control , Attack , AntiSpam Log & Archives € £ &= USLILCH

rDashboards ‘s \rchives Drilldown T Reports T Management

Logs & Archives Event Log - FG100D3G12801307
Devioe"mma = D Refresh | ] Column Settings &Y Clear Filters | Period{ Last 7 days |+ @Formatted ORaw
# Time Level 7 User Interface Action T Message
I g
@ Traffic Log 1 2012-10-12 00:00:00 roll-log Disk log roll request has been sent.
i _ 2 2012-10-11 23:58:45 perf-stats Performance statistics
'@Anti\/lrus Log 3 2012-10-11 23:53:45 perf-stats Performance statistics
3 4 2012-10-11 23:48:45 perf-stats Performance statistics
¥ Web Filter Log 5 2012-10-11 23:43:45 perf-stats Performance statistics
Application Control Log 6 2012-10-11 23:38:45 perf-stats Performance statistics
@]Aﬂack Log 7 2012-10-11 23:33:45 perf-stats Performance statistics
% 8 2012-10-11 23:28:45 perf-stats Performance statistics
H @AntlSpam Log 9 2012-10-11 23: perf-stats Performance statistics
= @Archives 10 2012-10-11 23: perf-stats Performance statistics
= |IPS Packets 11 2012-10-11 23: perf-stats Performance statistics
« DLP & Archives 12 2012-10-11 23: perf-stats Performance statistics
) 13 2012-10-11 23: perf-stats Performance statistics
% Log Files 14 2012-10-11 22: perf-stats  Performance statistics
15 2012-10-11 22:53:44 perf-stats Performance statistics
16 2012-10-11 22:48:45 perf-stats Performance statistics
17 2012-10-11 22:43:44 perf-stats Performance statistics
18 2012-10-11 22:38:45 perf-stats Performance statistics
19 2012-10-11 22:33:44 perf-stats Performance statistics
20 2012-10-11 22:28:45 perf-stats Performance statistics
4| 1 »

3. Drilldown
Drilldown &2 S8 &=0| st KA F2E
Fortigatel M 28t 2ZO0A ANESC2 &L
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l Dashboards I Logs & Archives

Drilldown Top Service Usage - Destination
Devioe:@ Last 24 hours v Print
& @ Traffic Service > Destination | Traffic (MB) In/Out
L] » hitp —_sz/z_ng Traffic Analysis (TOP 10 Service, MB, In/Out)
s s aic P [ Se :610020031?125})11132;01 to 2012-10-12 13:01
= Top Traffic Source S 8 3.80/0.42 sﬂ;;:aeny i :
= Traffic Trend - By Day » 40040/tcp ‘ 0.41/0.42
) Web Activity » 29417/tcp 0.24/0.31
) Application Control » 61066/tcp 0.22/0.32
) Threat » 31699/tcp 0.14/0.22
) Data Leaking > 56531/tcp 0.15/0.13
» all_udp 0.11/0.03
©Add DrillDown » 44868/tcp 0.05/0.09
Other (123) 0.48/0.47

4. B AN(Reports)

SOM H

=
UASLICH &

A A &

So™
S

s, BDANC #AE HE

21

A

= 50l g2z

=z S, =2

l Dashboards I Logs & Archives I Drilldown

Reports

Device:| FG100D3G12801307 B‘

= Web Activity Repart

@ Create New Report
& Import Report Config
|2 Global Sattings

Samay o &

Reports |

Report List - Summary Report - FG100D3G12801307
@ Refresh | Period:|_Last 31 days '+

LHEEIRY 3

Run Once 2012-10-10 14:29 2012-10-11 14:29

VDom Type
root
root Daily
root Daily
root Daily
root Daily
root Daily
root Daily
roat Daily
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From

2012-05-30
2012-05-29
2012-05-23
2012-09-22
2012-09-21
2012-08-20

2012-05-17

To

2012-10-01
2012-09-30
2012-09-24
2012-09-23
2012-09-22
2012-09-21

2012-09-18

Status
Finished
Finished
Finished
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